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RISC Score evolution in 2025

The RISC score for this watch is 1.17, down  **
from last week. This change is due to fewer  ° /\/\/\/\/\/\
activities in regulation, technology, and the

market than in previous weeks, while the s
threat intelligence front remains active. °
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On November 27, Florent Rizzo, the founder and CEO of Cyberlnflight, spoke in a space-focused roundtable at
the Cybersecurity Business Convention (CBC) in Toulouse. The discussions addressed the evolving challenges of
space cybersecurity, industry requirements, and the strategic importance of securing orbital infrastructures.
Additionally, we released CyberInflight's October Cyberdefense Monthly Watch, which provides a concise
overview of the key developments that shaped October. This week, on the geopolitical front, European Space
Agency secured a record €22bn budget at the conclusion of the two-day ministerial conference. The funding
was a 32% increase from the €16.9bn ESA received at the previous ministerial in 2022. The regulation section
highlights Eurospace’s position paper on the EU Space Act, which reflects the industry’s view that this initiative
represents a significant step towards enhancing European leadership in space. On the technological front, the
UK-backed SpeQtre satellite was successfully launched aboard SpaceX's Transporter'15 mission. The pioneering
nanosatellite aims to demonstrate ultra-secure quantum communications technology from orbit, a
breakthrough that could shield the nation’s data from even the most sophisticated cyber-threats. Moreover,
the market side focuses on the Canadian cybersecurity firm Dominant Information Solutions Canada (DISC),
which brings skillset to ESA’s cybersecurity Makerspace Program. On the threat intelligence front, a new study
from the Centre for Security Studies (CSS) at ETH Zurich, written by Clémence Poirier, examines how the space
sector was targeted during the Gaza War, documenting a rise in cyber activity against organizations linked to
space systems. Lastly, the training & education section proposes a podcast exploring what it really takes to
scale secure space systems fast and without sacrificing quality. Experts delve into the rise of small-satellite

Z.architectures, the push for higher-volume production, and why cybersecurity must be integrated into hardware
from the outset.
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Cyberinflight participated in a space cybersecurity roundtable at the Cybersecurity Business
Convention

Florent Rizzo, founder and CEO at Cyberinflight, participated in a space-focused roundtable during the Cybersecurity
Business Convention (CBC) in Toulouse. The session brought together key actors of the Toulouse space ecosystem, E
including Julien Airaud, Stéphane Descous, and Anna Barraqué, under the moderation of Yohann Bauzil. Discussions o
addressed the evolving challenges of space cybersecurity, industry requirements, and the strategic importance of securing

orbital infrastructures. #CBC #Roundtable

Source: Cyberinflight
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Cyberinflight's October Cyberdefense Monthly Watch is live

October has been a busy month across the defense ecosystem: we saw heightened strategic competition, strengthened
Russia—China cooperation, and the U.S. placing cyber and electronic warfare firmly at the top of its agenda. On the
industry side, momentum accelerated around quantum security, next-gen EW systems, and secure military space Cf’:"c;.m
infrastructure. Threat actors also continued to push boundaries with more cross-domain deception and a growing cyber—

EW convergence. The edition provides a concise snapshot of the key shifts that shaped October.

#CyberDefense #DefenseWatch
Source: Cyberinflight
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ESA raises more than $22bn euros at ministerial

At a press conference at the conclusion of the two-day ministerial conference, ESA Director General Josef Aschbacher
announced that ESA member states had agreed to provide €22.1bn ($25.58bn) for the agency’s programs. The funding was -
a 32% increase from the €16.9bn ESA received at the previous ministerial in 2022. "I think this message of Europe needing

to catch up and to step up and literally elevate the future of Europe through space has been taken by our ministers very
seriously”, he said. #ESA #Budget

Source: Space News
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Eurospace position paper on the “EU Space Act”

Eurospace’s position paper on the EU Space Act highlights the industry’s view that the initiative represents a constructive

step toward strengthening European leadership in space. According to the paper, the EU-level framework could help curb -
internal market fragmentation by reducing discrepancies between national legislative requirements on safety and security.

The document argues that a unified European approach would better support the sector’s interests in international
discussions. #EUSpaceAct #PositionPaper

Source: Lurospace

TECHNOLOGY

UK launches SpeQtre satellite in bold step toward ‘unhackable’ quantum communications

A new chapter in Britain’s scientific and national security leadership began this week, as the UK'backed SpeQtre satellite
successfully launched from California aboard SpaceX's Transporter'15 mission. The pioneering nanosatellite aims to
demonstrate ultra-secure quantum communications technology from orbit, a breakthrough that could shield the nation’s %
5 data from even the most sophisticated cyber-threats. Funded with £7m agreed by the former UK government, the project

C places Britain at the forefront of a global race to secure communications. #UK #SpeQtre

Source: Conservative Post
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Dominant Information Solutions Canada (DISC) brings skillset to ESA’s cybersecurity Makerspace
program

Canadian cybersecurity firm Dominant Information Solutions Canada (DISC) is working on a new way to help protect
satellites as part of a European Space Agency (ESA) program. The Ottawa-based company, which recently expanded its
business on space security and satellite cyber defenses, is the first Canadian company participating in the program. It will

be working alongside German space systems company OHB SE to create new methods and tools to help protect satellites

from hacking and disruption by both non-state and state actors. #DISC #MakerspaceProgram

Source: SpaceQ

THREAT INTELLIGENCE

New report warns space sector faces rising cyber-threats amid modern conflicts

A new cyberdefense study from the Centre for Security Studies (CSS) at ETH Zdirich, written by Clémence Poirier, examines
how the space sector was targeted during the Gaza War, documenting a rise in cyber activity against organizations linked
to space systems. The report identifies 237 cyber operations against the space sector in the context of the conflict. These
operations were directed at a wide range of entities within the sector. #GazaWar #Study

Sources: Orbital Today, CSS
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Supply chain at escape velocity: scaling secure space systems in the SDA era

In this podcast, Tim Winkler and co-host Mike Gruen sit down with Jeffrey Janicik of Innoflight and Greg Davis of Verigon
to explore what it really takes to scale secure space systems fast—and without sacrificing quality. They delve into the rise
of small-satellite architectures, the push for higher-volume production, and why cybersecurity must be integrated into
hardware from the outset. #SDA #Podcast

Source: Hatchpad

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
] provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
C cybersecurity awareness training.
Contact us at: research@cyberinflight.com
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