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RISC Score evolution in 2025
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increased to 1.78. Despite enhancements in  * /\/\/\/\/—\/
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international events focused on space
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This week, Germany unveiled its first national space security strategy, with Defense Minister Boris Pistorius
vowing to expand both military and civilian capabilities in orbit. The strategy covers all areas relevant to
Germany's security, from spaceflight projects to the expansion of satellite networks and promoting responsible
state behavior in space. On the regulatory front, attention turns to the new rules recently issued by the
Pentagon, which require commercial satellite operators to employ specific measures if U.S. intelligence
agencies or military services utilize their products or services. On the technological front, the U.S. Department
of Homeland Security (DHS) and Aerospace Corp. want satellite operators to volunteer to test out new tools
they're building to detect cyberattacks on spacecraft, officials said at the CyberSat conference. From a
technological standpoint, the Department of Homeland Security (DHS) and Aerospace Corp. want satellite
operators to volunteer to test out new tools they are building to detect cyberattacks on spacecraft, officials
said at the same conference. On the market side, the United Arab Emirates Space Center and Thales Alenia
Space signed a partnership to explore opportunities in low-Earth orbit (LEO) space navigation systems. The
collaboration aims to enhance the robustness and sovereignty of future navigation services while deepening
international cooperation and knowledge exchange. Meanwhile, on the threat intelligence front, coverage
focuses on a Chinese study that shows how China could potentially jam Elon Musk’s Starlink satellites if it were
to invade Taiwan. It indicates that the PLA could achieve this complex task on an immense scale, using
approxmmately 1,000 to 2,000 specialized signal-jamming drones. Lately, on the threat & education front,
C‘&ouTuber Rob VK8FOES has uploaded a video showing how to install and use the "dontlookup” open-source
ewerifiinux Python research tool for evaluating satellite IP link security.
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The German Federal Government presents the first Space Safety and Security Strategy

Germany unveiled the country’s first national space security strategy, with Defense Minister Boris Pistorius vowing to

expand military and civilian capabilities in orbit. The strategy covers all areas relevant to Germany's security, from E
spaceflight projects to the expansion of satellite networks and promoting responsible state behavior in space. The
objective is to become more capable of action also in space with partners in the EU, NATO and other partners around the

world. The strategy comes weeks after Pistorius announced plans for the Armed Forces to spend €35bn ($41bn) by 2030

on space defenses, citing growing threats posed by Russia and potentially China. #SpaceSecurity #Strategy

Sources: Breaking Defense, German Government
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New cybersecurity rules for Pentagon’s commercial satellite vendors

The Pentagon recently issued new rules on cybersecurity measures that commercial satellite operators must employ if
their products or services are used by U.S. intelligence agencies or military services. The rules, from the Pentagon-led
interagency Committee on National Security Systems contain important new provisions, Brandon Bailey from Aerospace ==
Corp., a federally funded research and development nonprofit, told the annual CyberSat conference. #Pentagon #Rules

Source: Air & Space Forces Magazine

TECHNOLOGY

DHS wants satellite volunteers to test new cyber tools

The Department of Homeland Security (DHS) and Aerospace Corp. want satellite operators to volunteer to test out new
tools they're building to detect cyberattacks on spacecraft, officials said at CyberSat conference. As part of its mission to
protect critical infrastructure, DHS is working to develop cyber resilience tools for satellites that provide vital resources
including position, navigation and timing (PNT) services like GPS, as well as communication channels like phone and
internet. #DHS #CyberTools

Source: Via Satellite
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UAE Space Center, Thales Alenia Space partner on LEO-PNT navigation system

The National Space Science and Technology Center (NSSTC) and Thales Alenia Space are cooperating to explore
opportunities in low-Earth orbit (LEO) space navigation systems. The collaboration reflects a vision to explore pathways :
that can enhance the robustness and sovereignty of future navigation services while deepening international cooperation

and knowledge exchange between the United Arab Emirates and Europe in the field of space technology.

#UAESpaceCenter #Cooperation

Source: GPS World
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China simulates jamming Starlink over Taiwan, mission to require over 1,000 drones

Instead of focusing on whether Starlink can be jammed in theory, Chinese military planners are increasingly concerned

with how such a feat could be attempted in a real conflict over Taiwan. The challenge is staggering: Taiwan and its allies
could rely on a constellation of more than 10,000 satellites that hop frequencies, reroute traffic and resist interference in
real time. However, a recent simulation study by Chinese researchers delivers the most detailed public attempt yet to

model a potential countermeasure. It concludes that disrupting Starlink across an area comparable to Taiwan is technically
achievable — but only with a massive electronic warfare (EW) force. #Starlink #Jamming

Sources: /nteresting Engineering, South China Morning Post
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TRAINING & EDUCATION

Using the Don’t Look Up tool to eavesdrop on insecure private satellite communications

Over on YouTube, Rob VK8FOES has uploaded a video showing how to install and use the "dontlookup" open-source
Linux Python research tool for evaluating satellite IP link security. In the video, he discusses the new dontlookup tool,
which is an excellent one-stop shop open-source tool for parsing IP data from these satellites. He goes on to show the full
steps on how to install and use the tool in Linux. The end result is private internet satellite data being visible in Wireshark.
#DontLookUp #Video

Source: RTL-SDR

Cyberinflight is a Market Intelligence company dedlicated to the topic of Space Cybersecurity. The company
: provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
C w5 cybersecurity awareness training.
- Contact us at: research@cyberinflight.com
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