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IMPORTANT NEWS

RISC Score Assessment Overview & Resilience Index for Space
Cybersecurity (RISC)
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RISC Score evolution in 2025

The RISC score for this watch is 1.39, a 2s
decrease from last week. This change is :
primarily due to a low score in the regulatory s
area, along with minimal changes in both the :
geopolitical and technological fronts. Slight os
movements in the threat intelligence section o
balanced these factors out. PHIELPEL PP LI F IO L EFF P W

This week, the geopolitical section focuses on the U.S. Space Force, which is preparing to deploy 2 new
ground-based systems designed to jam Chinese and Russian spy satellites. This expansion enhances
the Pentagon's capability to disrupt enemy surveillance in space. Meanwhile, on the regulatory section,
the U.S. Department of State has provided feedback on the EU Space Act, expressing deep concern
regarding certain measures that could impose “unacceptable” regulatory burdens on U.S. providers of
space services to European customers. Regarding technology, the media SpaceNews featured an
article about the Deloitte-1 satellite, which is designed to hunt for hackers in orbit. In market news,
GMV and LuxQuanta have formed a strategic alliance to accelerate the real-world deployment of
quantum key distribution (QKD) technologies, thereby strengthening Europe’s sovereignty in
quantum-safe communications. The threat intelligence section highlights a CNN article that revisits
public declarations from Germany and the United Kingdom regarding Russia, which has been accused
of systematically targeting Western satellite systems. The article further explores the threats posed by
Russia and China to European space assets. Lastly, Europe successfully hosted its first in-orbit
cybersecurity competition, the CTRL+Space Capture-the-Flag (CTF) challenge, the world’s first live
challenge involving multiple satellites, which took place in the Netherlands during the 3S Conference.
Gigyberlnﬂight was represented at this conference by its CEO, Florent Rizzo.
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GEOPOLITICS

U.S. Space Force deploying ground-based jammers to counter Chinese, Russian surveillance

The U.S. Space Force is preparing to field 2 new ground-based systems designed to jam Chinese and Russian spy satellites,
expanding the Pentagon'’s ability to disrupt enemy surveillance in space. Called Meadowlands and the Remote Modular
Terminal (RMT), the systems will join the older Counter Communications System, which became operational in 2020 to
“dominate the electromagnetic spectrum” during conflict. While still in early deployment phases, Space Force officials said
the weapons are capable of being “operationally employed” now if needed. #USSF #Jammers

Sources: The Defense Post The National Interest

REGULATION

U.S. slams EU’s proposed space law as ‘unacceptable’

The U.S. has come out swinging against the draft law by the European Union that Washington claims would establish
restrictive market barriers, impose costly environmental protection requirements, and create regulatory hurdles for US
commercial firms — thus undermining bilateral, as well as NATO-wide, cooperation. The U.S. “expresses deep concern E
regarding measures in the proposed Act that would impose unacceptable regulatory burdens on U.S. providers of space

services to European customers,” the State Department charges in a document submitted to the EU. #EUSpaceAct #DoS

Sources: Breaking Defense, European Commission

Cyberl


https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://thedefensepost.com/2025/11/06/us-ground-satellite-jammers/
https://thedefensepost.com/2025/11/06/us-ground-satellite-jammers/
https://thedefensepost.com/2025/11/06/us-ground-satellite-jammers/
https://nationalinterest.org/blog/buzz/us-military-ramps-up-efforts-to-jam-chinese-and-russian-satellites-sa-110625
https://nationalinterest.org/blog/buzz/us-military-ramps-up-efforts-to-jam-chinese-and-russian-satellites-sa-110625
https://nationalinterest.org/blog/buzz/us-military-ramps-up-efforts-to-jam-chinese-and-russian-satellites-sa-110625
https://breakingdefense.com/2025/11/us-slams-discriminatory-draft-eu-space-law-as-imperiling-nato-cooperation/
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13971-EU-Space-Act-new-rules-for-safe-resilient-and-sustainable-space-activities/F33113182_en

Space Cybersecurity Watch by CyberInflight

www.cyberinflight.com

Week 45 | November 4 - 10, 2025
Page 3 /6

REGULATION

.

TECHNOLOGY

The race to defend satellites from cyberattacks

A small satellite named Deloitte-1 is hunting for hackers in orbit. Launched in March, it's the first of nine spacecraft the
consulting firm Deloitte expects to be operating over the next 18 months to demonstrate a technology to detect cyber EugE=
intrusions targeted at satellites in space. The company is building these satellites to prove that defending space networks Ezlla
from cyberattack requires putting defenses in orbit and not just on the ground. Deloitte’s move comes amid a broader

rethink of how to protect space infrastructure from cyber-threats. #Deloitte #SilentShield

Source: Spacenews
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GMV and LuxQuanta partner to integrate terrestrial and space-based quantum-safe
communications

GMYV, a Spanish technology group specializing in cybersecurity, space, and defense, and LuxQuanta, a company focused on
Continuous-Variable Quantum Key Distribution (CV-QKD) technologies, have established a strategic alliance. This [
collaboration is intended to accelerate the real-world deployment of QKD technologies and strengthen Europe’s
sovereignty in quantum-safe communications. The partnership aims to bridge the terrestrial fiber network segment with

the secure space segment of quantum communication. #QKD #Partnership

Source: Quantum Computing Report
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UK and Germany have accused Russia of threatening their satellites. Here's what that means

Germany and the United Kingdom have publicly accused Russia (and by extension China) of systematically targeting
Western satellite systems, raising fresh concerns about the militarization of space. German Defense Minister Boris Pistorius
said that two Russian Luch-Olymp reconnaissance satellites were tracking Intelsat spacecraft used by Germany's armed
forces. In London, Major General Paul Tedman, head of the UK Space Command, reported that Russian forces are
“shadowing” British military satellites and attempting to jam them on a weekly basis. This CNN article comes back on these
declarations and decrypts Russia and China’s threats to European space assets. #Jamming #Criticallnfra

Source: CNN
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Europe hosts first-ever multi-satellite cybersecurity challenge

Europe has completed its first in-orbit cybersecurity competition, marking a new step in space defense collaboration. The
CTRL+Space Capture-the-Flag (CTF) challenge, held in the Netherlands, was also the world’s first live event involving -
multiple satellites. Organized by D-Orbit and ethical hacking group mhackeroni, with backing from the ESA Security Cyber

Centre of Excellence and ESA Security Office, the event aimed to strengthen Europe’s ability to protect spacecraft from

cyber threats. D-Orbit confirmed the competition's completion on 6 November. CyberInflight was represented at this
conference by its CEO, Florent Rizzo. #CTF #3SConference

Sources: Orbital Today, Via Satellite, Cyberinflight

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
: cybersecurity awareness training.
C Contact us at: research@cyberinflight. com
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