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This week, the European Space Agency (ESA) unveiled details of its €1.2bn European Resilience from Space
(ERS) program, presented in Brussels. The initiative aims to create an integrated network of Earth
observation, navigation, and secure communications satellites to support defense, crisis management, and
critical infrastructure resilience. Meanwhile, on the regulatory front, Professor Matthew Warren of the Royal
Melbourne Institute of Technology highlighted the urgent need for a unified Australian framework to
secure the nation’s space infrastructure. From a technological standpoint, cybersecurity specialist Anvil
Secure and space logistics firm D-Orbit have jointly unveiled a comprehensive white paper that addresses
the application of cybersecurity measures throughout the lifecycle of satellite missions. The guide
recommends specific mitigations, including encryption of radio communications, thorough validation of
hosted payloads, and robust firmware protection from build through orbital deployment. On the market
front, Leonardo will lead a new European initiative to develop a platform for assessing quantum-secure
communications, following the award of a multi-year contract from the European Space Agency. The work
brings together a consortium including Thales Alenia Space, Telespazio Belgium, ThinkQuantum, and
DamoTech. Turning to threat intelligence, a US Space Force general says it's ‘concerning’ just how fast
China is closing the gap on the space tech that backs modern armies. The training & education section
focuses on a podcast with Kristiina Omri, Vice President of Special Programs at CybExer Technologies, and
Aare Reintam, the company's COO. Recorded in Tallinn, on the eve of the Software Defined Space

G{E-.anerence, the conversation explores how Estonia, in collaboration with the ESA, is helping shape the
future of space cybersecurity through the creation of the world’s first Space Cyber Range.
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GEOPOLITICS

1.2 miliardi di Euro per il progetto ERS, con cui l'ESA vorrebbe rendere l'Europa piu autonoma

nello spazio (7rad.: €1.2bn for the ESA’s ERS project to strengthen Europe’s autonomy and
resilience in space)

The European Space Agency (ESA) has unveiled details of its €1.2bn European Resilience from Space (ERS) program,
presented in Brussels. ERS aims to create an integrated network of Earth observation, navigation, and secure
communications satellites to support defense, crisis management, and critical infrastructure resilience. The program -
includes a €250m Low Earth Orbit PNT constellation to reinforce Galileo against cyber and signal interference and a €200m

secure communications segment evolving from IRIS2. #ESA #ERS

Sources: Astrospace, ESA

REGULATION

Australian cyber security standards and space

Professor Matthew Warren of RMIT University highlights the urgent need for a unified Australian framework to secure the
nation’s space infrastructure, now defined as part of its critical infrastructure. While Australia currently relies on general
cybersecurity laws, the article argues for specific space-focused standards, drawing on lessons from international models
such as the U.S. NIST CSF 2.0, NASA-STD-1006, and CISA guidance. It also references the upcoming IEEE P3536 space
system cybersecurity design standard. #Framework #Opinion

Source: Space and Defense
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TECHNOLOGY

Anvil Secure and D-Orbit outline steps to advance satellite cybersecurity across mission
operations

Cybersecurity specialist Anvil Secure and the space logistics firm D-Orbit have jointly unveiled a comprehensive white
paper addressing the application of cybersecurity measures throughout the lifecycle of satellite missions. The new
publication centers on D-Orbit's ION Satellite Carrier, describing operational stages and providing strategic direction for
manufacturers of small satellites. The guide recommends specific mitigations including encryption of radio
communications, thorough validation of hosted payloads, and robust firmware protection from build through orbital
deployment. #Resilience #WhitePaper

Source: SpaceWar
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ESA backs Leonardo-led program to test quantum-secure space communications

Leonardo will lead a new European initiative to develop a platform for assessing quantum-secure communications,
following the award of a multi-year contract from the European Space Agency. The work brings together a consortium I]
including Thales Alenia Space, Telespazio Belgium, ThinkQuantum, and DamoTech. The contract covers the creation of a
Quantum Security Validation Platform, an architecture intended to test emerging quantum and post-quantum
technologies for space systems. #ESA #Contract

Source: Orbital Today
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THREAT INTELLIGENCE

US Space Force general says it's ‘concerning’ just how fast China is closing the gap on the space
tech that backs modern armies

According to Brig. Gen. Brian Sidari, the deputy chief of space operations for intelligence with the US Space Force, China is
rapidly catching up on the space-based capabilities that enable modern armies to fight effectively. Beijing has spent years
investing in its space operations, and a recent reorganization of the military branch that oversaw space, along with other
strategic domains like cyberspace and information warfare, suggested an interest in a more streamlined approach to
space-related missions. #China #SpaceWarfare

Source: Business Insider
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TRAINING & EDUCATION

3473: CybExer technologies on building the world's first space cyber range

What does cybersecurity look like beyond Earth's atmosphere? That's the question at the heart of this conversation with
Kristiina Omri, Vice President of Special Programs at CybExer Technologies, and Aare Reintam, the company's COO.
Recorded in Tallinn, on the eve of the Software Defined Space Conference, the conversation explores how Estonia, in
collaboration with the European Space Agency, is helping shape the future of space cybersecurity through the creation of
the world'’s first Space Cyber Range. #Estonia #Podcast

Source: Tech Talks Networks

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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