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RISC Score evolution in 2025
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The RISC score for this watch is 1.78, an
increase from last week. This change is due
to a slight improvement on the threat
intelligence front while the geopolitical os
situation remains stable, with several o
significant developments. PP PPEFPF LI I I F PP TSI
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This week, the geopolitical front focuses on Ukraine, where the parliament has approved a bill to establish a
Cyber Force that will consolidate the country’s offensive and defensive military cyber capabilities under a
unified command. This development comes as Ukraine simultaneously advances its plan to create a Space
Force by the end of 2025. On the regulatory side, China has been selected to host the 2027 World
Radiocommunication Conference (WRC-27) in Shanghai. The decision raises concerns from a U.S. perspective
regarding China’s growing influence over global telecommunications governance. In the field of technology,
Hamburg is emerging as a key hub in Germany’s national quantum computing strategy, led by the German
Aerospace Center's (DLR) Quantum Computing Initiative. 5 quantum computers are being built at DLR's
innovation center in Lokstedt, with projects focused on applications in mobility, artificial intelligence, materials
science, and cybersecurity. On the market front, Airbus, Leonardo, and Thales have signed a memorandum of
understanding (MoU) to combine their space activities within a new company. This new European space player
aims to multiply the strike force of the 3 companies by combining their satellite production activities and
related services. On the threat intelligence side, while the U.S. Space Force frequently discusses nation-state
cyber-threats, commercial satellite operators are primarily targeted by low-level, financially motivated
cyberattacks. According to Joel Francis from Space ISAC, “the most common attack type we see is phishing,”
highlighting the persistent yet underestimated nature of these everyday threats in the space sector. The
training section highlights the Italian team mHACKERonNi, led by 24-year-old Lorenzo Leonardini, which won
the 2025 European Cybersecurity Challenge organized by ENISA in Warsaw. His team had previously gained
Gaﬂentlon for successfully taking control of a satellite in orbit during the U.S. Department of Defense’s “"Hack-A-
ewernSat” competition in 2023.
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Unpacking Ukraine’s Future Cyber and Space Forces

Confronted with escalating cyber and space threats, Kyiv is now working to create centralized structures dedicated to
defending Ukraine from future multi-domain attacks. On October 9, Ukraine's parliament approved a bill to establish a :
Cyber Force, which would unite its offensive and defensive military cyber capabilities under a single command. This
legislation comes alongside Ukraine’s parallel effort to create a Space Force by the end of 2025. #Ukraine #SpaceWarfare

Source: CS/IS
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Steve Lang: The path to victory in Shanghati at the World Radiocommunication Conference

China will host the 2027 World Radiocommunication Conference (WRC-27) in Shanghai, giving it a strategic advantage in

shaping global spectrum policy. The decision by the ITU marks a significant geopolitical win for Beijing, influencing future
regulations affecting radar, wireless systems, and the expanding space economy. The move raises concerns about
information security and China’s growing influence over global telecommunications governance, prompting calls for a

C a renewed U.S. commitment to spectrum diplomacy. #WWRC-27 #Opinion

Cyberl Source: Broadband Breakfast
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Hamburg positions itself at the core of a national quantum effort

Hamburg is emerging as a key hub in Germany's national quantum computing strategy, led by the German Aerospace
Center's (DLR) Quantum Computing Initiative. Five quantum computers are being built at DLR's innovation center in
Lokstedt, with projects focused on applications in mobility, artificial intelligence, materials science, and cybersecurity. Early
demonstrator systems are already operational, with larger, more complex quantum computers expected by 2027.
#Quantum #DLR

Source: The Quantum Insider
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Airbus, Leonardo et Thales signent un protocole d'accord (MoU) afin de créer un acteur spatial
européen de premier plan (7rad.: Airbus, Leonardo, and Thales sign a memorandum of
understanding (MoU) to create a leading European space player)

Airbus, Leonardo, and Thales have signed a memorandum of understanding (MoU) to combine their space activities within
a new company. This new European space player aims to multiply the strike force of the three companies by combining
their satellite production activities and related services. The new company could be operational in 2027, subject to the
necessary regulatory approvals and the fulfillment of the condition's precedent to the closing of the transaction.
#NewCompany #MoU

Source: Thales
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Not just spies and saboteurs: Satellite operators say cybercrime is a constant threat

When discussing cyber-threats, the Space Force often emphasizes nation-state attacks. However, satellite companies face
daily low-level cyberattacks, primarily motivated by financial gain. “The most common attack type we see is phishing,” said
Joel Francis from Space ISAC. With automated mass emailing tools, even unskilled hackers can launch wide-ranging
phishing campaigns. As Francis noted, these attacks are generally broad and utilize commoditized techniques rather than
being highly targeted or custom-crafted. #SpaceThreat #Awareness
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Lorenzo Leonardini: I'hacker che ha dirottato un satellite e vinto la gara europea per la sicurezza
informatica (7rad.: Lorenzo Leonardini: the hacker who hijacked a satellite and won the European
cybersecurity competition)

The Italian team mHACKERon, led by 24-year-old Lorenzo Leonardini, won the 2025 European Cybersecurity Challenge
organized by ENISA in Warsaw. His team had previously gained attention for successfully taking control of a satellite in -I
orbit during the U.S. Department of Defense’'s "Hack-A-Sat” competition in 2023. In an interview, he emphasized the
importance of developing secure coding practices and improving legacy systems' resilience.

#ENISA #EuropeanCybersecurityChallenge

Source: Open Online

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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