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RISC Score evolution in 2025

The RISC score for this watch is 1.39, 25
indicating a significant decrease from last *
week. This change is attributed to a drop in l’i’
threat intelligence compared to the strong g
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This week, Cyberinflight announced that its CEO, Florent Rizzo, will join a panel at CYSAT Toulouse on
November 27 to discuss "How to integrate scalable cybersecurity into both traditional and New Space
programs?”. In parallel, the company also released the September edition of its Cyberdefense Monthly Watch,
now available in French. On the geopolitical scene, the European Commission unveiled its roadmap to achieve
“full military readiness” by 2030, with flagship initiatives such as the European Space Shield, designed to
protect space assets and services through a mix of national and commercial satellites. From a regulatory
perspective, an unusual incident has drawn attention: amateur satellite tracker Scott Tilley detected downlink
signals from SpaceX's classified Starshield satellites in a frequency band reserved for uplinks, a finding that
could imply a potential breach of international spectrum regulations. Turning to technological developments,
Viasat Inc. is preparing to showcase its latest innovations in battlefield connectivity at the 2025 Association of
the United States Army (AUSA) conference, powering Army's next-gen command and control vision. In market
news, JP Morgan announced a massive $1.5tn investment strategy focused on strengthening U.S. national
security, including a 10-year plan worth up to $10bn dedicated to “critical” industries, spanning defense and
aerospace, frontier technologies such as Al and quantum computing. Meanwhile, in the threat intelligence
landscape, China’s Ministry of State Security accused the U.S. NSA of conducting a 2022 cyberattack on the
National Time Service Center, exploiting mobile messaging vulnerabilities to steal sensitive data and disrupt
critical timing systems for telecom, finance, and defense. On the training & education front, a new IRSEM paper
$heds light on the intensifying competition for access to the electromagnetic spectrum and orbital positions,
GF\BW viewed as strategic commodities amid the proliferation of LEO satellite constellations.
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Florent Rizzo will speak at CYSAT Toulouse

Florent Rizzo is scheduled to join a panel at CYSAT Toulouse to discuss “How to integrate scalable cybersecurity into both C
traditional and New Space programs?” He will take part in a session organized in partnership with the Cybersecurity
Business Convention (CBC) on Wednesday, November 27, at MEETT Toulouse, addressing strategic challenges, resilience,

and cyber-threats that specifically affect orbital systems and space infrastructure. #CBC #Cysat
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Source: Cyberinflight

The Cyberinflight's Cyberdefense Watch is available in French

Cyberinflight has released the French version of its Monthly Cyber Defense Watch, a new initiative designed to deliver
actionable insights across the five domains of conflict — space, air, land, sea, and cyberspace. Er

#Cyberdefense #MonthlyWatch
Source: Cyberinflight
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From ‘drone-dome’ to ‘space-dome’: Brussels accelerates defense agenda

After months of warnings about “Europe’s vulnerability,” the European Commission has presented its roadmap to achieve
“full military readiness” by 2030, with ambitious projects such as the European Space Shield, that will be used to protect
“space assets and services” through national and commercial satellites. Commission President Ursula von der Leyen has
described the initiative as a "necessary response” to an environment of “growing threats. #EU #Resilience

Sources: The Furopean Conservative European Commission
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SpaceX Starshield satellites may violate frequency rules, tracker finds

Amateur satellite tracker Scott Tilley detected unusual downlink signals from SpaceX's classified Starshield satellites in a
frequency band reserved for uplinks, potentially violating international spectrum rules. This militarized Starlink variant
serves U.S. defense needs, raising concerns about interference and regulatory oversight in space-based operations.
#SpaceX #FrequencyRules

Sources: WPN, Techstory
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Viasat powers Army's next-gen command and control vision at AUSA 2025

Viasat Inc. is set to showcase its latest advancements in battlefield connectivity at the 2025 Association of the United
States Army (AUSA). As warfare evolves, the need for mobile, resilient, and secure communications has become critical.
The U.S. Army's Next-Generation Command and Control (NGC2) initiative aims to transform information sharing across
domains through advanced analytics, open architecture, and resilient networks. #Viasat #NGC2

Source: Zacks
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MARKET & COMPETITION

JPMorgan to invest $1.5tn in U.S. national security

The nation’s largest bank announced a 10-year plan to invest up to $10bn in companies it calls “critical” to economic
security and resiliency. The money will target four key areas: defense and aerospace, frontier tech like Al and quantum
computing, energy technology including advanced batteries, and supply-chain and manufacturing.

#Investment #NationalSecurity

Source: The Street
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China accuses U.S. NSA of 2022 cyberattack on key timing center

China's Ministry of State Security accuses the U.S. NSA of a 2022 cyberattack on the National Time Service Center,
exploiting mobile messaging vulnerabilities to steal data and compromise critical timing systems for telecom, finance, and
defense. Amid escalating U.S.-China tensions, this highlights mutual cyber espionage risks and calls for enhanced global
tech security. #NSA #Espionage

Source: WPN
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La guerre des fréquences vers une marchandisation de la ressource spectre/orbite ? (Trad.: The
frequency war: towards the commodification of spectrum/orbit resources?)

This study explores the growing competition for access to the electromagnetic spectrum and orbital positions, strategic
resources that are limited and have become commodities due to the proliferation of low-Earth orbit satellite constellation

projects. #1RSEM #Paper
Source: /RSEM

il

Cyberl


https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.irsem.fr/storage/file_manager_files/2025/05/etude-irsem-123-hainaut-guerre-des-frequences-6822fa78a82ca.pdf

Space Cybersecurity Watch by CyberInflight

www.cyberinflight.com

Week 42 | October 14 - 20, 2025
Page 7 /7

TRAINING & EDUCATION

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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