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Articles, company’s communications, 
whitepapers, academic works, podcast, 

and sources not to be missed on the 
topic of space cybersecurity over a 

specified timeframe. 

Timeframe: Weekly 

# of articles identified: 37 

Est. time to read: 80 minutes

GEOPOLITICS 

MARKET & COMPETITION

THREAT INTELLIGENCE

REGULATION

IMPORTANT NEWS

Overview & Resilience Index for Space 
Cybersecurity (RISC)

TRAINING & EDUCATION

TECHNOLOGY

RISC Score Assessment
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RISC Score evolution in 2025

The RISC score for this watch is 2.17, an 
increase from last week. This change is 
attributed to an improvement on the 
threat intelligence side, with fewer 
incidents reported in the past few days.
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This week, CyberInflight unveiled the Cyberdefense Monthly Watch, designed to support defense professionals 
and organizations engaged in defense-related activities, helping them stay informed and ahead in an 
increasingly complex operational environment. On the geopolitical front, the European Space Agency (ESA) 
took part in Jammertest 2025, which brought together 360 participants from 120 organizations across more 
than 20 countries. The organizers broadcast real satellite navigation interference for participants to observe 
how their equipment responds to it. The regulatory section focuses on India’s growing ambitions in the direct-
to-cell (D2C) satellite sector and the debates on how to regulate satellite-terrestrial coexistence and ensure 
affordable satellite communication access nationwide. On the technological side, Neuraspace has announced 
the launch of “Neuraspace DEF”, designed to provide rapid, autonomous responses to the growing range of 
risks and threats facing space assets. On the market front, Lauryn Williams from the CSIS argues that protecting 
space systems from cyber-threats requires stronger public-private collaboration. She calls for renewed cross-
sector cooperation, urging the government to declassify relevant threat data and the industry to prioritize 
cybersecurity in space operations. The threat intelligence section highlights an article written by Clémence 
Poirier on the cyberattack on Russia’s Dozor-Teleport satellite network. Initially attributed to Wagner-linked 
hackers, the attack has now been claimed by the Ukrainian Cyber Alliance (UCA), highlighting the complex 
entanglement of hacktivist groups, state intelligence services, and the fragile infrastructure of the space sector. 
Lastly, in Training & Education, the focus is on a work that presents SpyChain, the first end-to-end design and 
implementation of an independent and colluding hardware supply chain threats targeting small satellites. 
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CyberInflight is proud to unveil its latest initiative: the Cyberdefense Monthly Watch
CyberInflight is leveraging its extensive experience in the space domain to provide actionable insights across the 5 warfare 
domains: space, air, land, sea, and cyber. The Cyberdefense Monthly Watch is designed to support defense professionals 
and organizations engaged in defense-related activities, helping them stay informed and ahead in an increasingly complex 
operational environment. #CyberDefense #MonthlyWatch

Source: CyberInflight

 CYBERINFLIGHT’S NEWS 

GEOPOLITICS 

ESA tests GNSS resilience during jamming test in the Arctic
In its pursuit of strengthening European resilience in navigation, the European Space Agency (ESA) took part in Jammertest 
2025, which brought together 360 participants from 120 organizations across more than 20 countries, spanning academia, 
industry and governmental institutions. In a complex coordination exercise among seven Norwegian public authorities and 
facilitator Testnor, the organizers broadcast real satellite navigation interference for participants to observe how their 
equipment (on vehicles, drones, aircrafts, helicopters and vessels) responds. #Jammertest2025 #Exercise

Sources: ESA, GPS World
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India’s D2C satcom race: power limitations, device ecosystem, and spectrum issues
This article discusses India’s growing ambitions in the direct-to-cell (D2C) satellite sector and the regulatory challenges. 
Despite successful demonstrations by Viasat and BSNL, the absence of a legal framework for D2C/D2D services and 
spectrum coordination continues to delay commercial rollout. Policymakers are now debating how to regulate satellite-
terrestrial coexistence and ensure affordable satcom access across the country. #D2C #Opinion

Source: Medianama

REGULATION

TECHNOLOGY

Neuraspace boosts defense resilience with new system to respond to threats to space assets
Neuraspace has announced its increased investment and renewed commitment to the defense and civil protection sector 
with the launch of “Neuraspace DEF”. The new system is designed to provide rapid, autonomous responses to the growing 
range of risks and threats facing space assets. These risks and threats include jamming and spoofing of communications 
and navigation, cyberattacks on satellites and control stations, collisions with space debris, anti-satellite weapons (ASAT), 
orbital espionage, and potentially intrusive orbital technologies. #NeuraspaceDEF #Resilience

Source: Satcom.digital

MARKET & COMPETITION 
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Securing the final frontier: the need for public-private collaboration on space cybersecurity
This article by Lauryn Williams (CSIS) argues that protecting space systems from cyber-threats requires stronger public-
private collaboration. Despite growing risks, industry and government still operate in silos due to classification barriers and 
limited information sharing. She calls for renewed cross-sector cooperation, urging government to declassify relevant 
threat data and industry to prioritize cybersecurity in space operations. #Policy #PublicPrivatePartnership
Source: Via Satellite
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THREAT INTELLIGENCE

Self-attribution in cyberspace: the hack on Russia’s Dozor-Teleport satellite network
This article written by Clémence Poirier comes back on the Ukrainian Cyber Alliance (UCA) that has claimed responsibility 
for the June 2023 cyberattack on Russia’s Dozor-Teleport satellite network, previously attributed to Wagner-linked 
hackers. The case highlights the dangerous entanglement of hacktivist groups, state intelligence services, and the fragile 
infrastructure of the space sector. #Dozor-Teleport #AttackAttribution

Source: Via Satellite

TRAINING & EDUCATION
SpyChain: Multi-vector supply chain attacks on small satellite systems
This work presents SpyChain, the first end-to-end design and implementation of an independent and colluding hardware 
supply chain threats targeting small satellites. Using NASA’s satellite simulation (NOS3), it demonstrates that SpyChain can 
evade testing, exfiltrate telemetry, disrupt operations, and launch Denial of Service (DoS) attacks through covert channels 
that bypass ground monitoring. #SpyChain #Paper

Source: Cornell University
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TRAINING & EDUCATION

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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