Space Cybersecurity Watch by Cyberinflight

www.cyberinflight.com

Week 38 | September 16 - 22, 2025

Page 1 /7
Week 38 [l ceorouiTics
September 16 - 22, 2025 . TECHNOLOGY
) Articles, company’s communications, Bl MARKET & COMPETITION
Timeframe: Weekly . .
4 of articles identified: whitepapers, academic works, podcast, [ recuLaTiON
° f"t‘des dentt ‘ed: >3 and sources not to be missed on the B
50 EIE D TR B (e topic of space cybersecurity over a TRAINING & EDVSUN
specified timeframe. [l THREAT INTELLIGENCE
IMPORTANT NEWS
RISC Score Assessment Overview & Resilience Index for Space
Cybersecurity (RISC)
-5 0 5 WEIGHTING
GEO
TEC I L 3
MAR I .
REG I EEN N
TRA IS
-7 0 3
oy 4

RISC Score evolution in 2025

The RISC score for this watch is 2.06, which *?
has increased since last week. This slight
change can be attributed to strong market
attention and significant media coverage in g5
the space cybersecurity domain. 0
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This week, U.S. Chief of Space Operations Gen. B. Chance Saltzman spoke to Air & Space Forces Magazine
about the future of the U.S. Space Force. He noted that the Space Force is expanding its size and mission to
stay ahead of China and Russia, but emphasized the need for careful management to address emerging threats
while managing its growth. On the regulation front, the GSMA launched a new public policy paper on spectrum
considerations for device-to-device (D2D) services, providing governments with guidance for this emerging
technology. Moreover, on the technological front, the Luxembourg-based satellite player SES detailed plans to
explore a method of transmitting data to ground stations without using radio, looking into the potential to
increase data rates and security. The market showed strong performance this week, particularly with Viasat
being selected to provide a space cryptography solution for the U.S. Space Force. This multi-year contract aims
to enhance the protection of critical satellite assets against cybersecurity threats. Additionally, the SpaceRISE
consortium, responsible for operating the IRIS? space constellation launched by the European Commission, has
awarded Thales Alenia Space a risk mitigation contract worth over €400m for the development of onboard
technologies. The threat intelligence landscape was highlighted by Major General Vincent Chusseau’s first
interview with international media since he took command of the French Space Command last month. He
emphasized that the conflict in Ukraine has turned space into a “fully-fledged operational domain.” He noted
that there has been an escalation in attempts to jam satellites, blind them with lasers, and launch cyberattacks.
Furthermore, CYSAT will take place as a satellite event during the CBC in Toulouse, on November 27. It will
bring together leading experts in space, cybersecurity, and innovation, such as Florent Rizzo from CyberlInflight,
Gf\)\iho will be a panel speaker.
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CSO Saltzman looks at the future of the Space Force

The U.S. Space Force is growing in size and mission as it seeks to stay ahead of the likes of China and Russia. But it will
require careful management in the years to come for the new service to both keep up with threats and manage its growth,
Chief of Space Operations Gen. B. Chance Saltzman told Air & Space Forces Magazine. #USSF #Doctrine

Source: Air & Space Forces Magazine

REGULATION

GSMA releases guidance to support new direct-to-device (D2D) satellite services

The GSMA launched a new public policy paper on spectrum considerations for D2D services, providing governments with BRI
guidance for this emerging technology. D2D can have a positive impact if national regulations protect against harmful EalxS
interference into mobile networks, which serve 5.8bn people globally. #GSMA #D2D

Sources: WebWire GSMA
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SES tests optical ground links

Satellite player SES detailed plans to explore a method of transmitting data to ground stations without using radio, looking
into the potential to increase data rates and security. SES stated it plans to test optical ground stations constructed by
France-based Cailabs, a specialist in laser light technology for sectors including aerospace and defense, welding and
manufacturing, and fibre networks. #Data #GroundStation

Source: Mobile World Live
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Viasat selected to deliver space crypto solution for U.S. Space Force Space Systems Command
Viasat, Inc. is developing a new, space-based encryption solution to support data security for U.S. Space Force (USSF)
Space Systems Command (SSC). Under this multi-year development award, Viasat's encryption team within its Defense and
Advanced Technologies segment will build a next-generation cryptography solution for satellite applications, allowing the
government to better protect critical space assets from cybersecurity threats. #Viasat #SSC

Sources: Satnews, Satcom Digital
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IRIS?2 : Thales remporte un premier grand contrat pour le développement de la constellation
spatiale (7rad.: /IRIS% Thales wins first major contract for the development of the space
constellation)

The SpaceRISE consortium, which will operate the IRIS? space constellation launched by the European Commission, has
awarded Thales Alenia Space a risk mitigation contract worth over €400m for the development of onboard technologies.

#SpaceRISE #Contract
Source: La Tribune
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French military leader warns of increased 'hostile’ activity in space

In his first interview with international media since taking the helm of French Space Command last month, Major General
Vincent Chusseau told reporters that the conflict in Ukraine has transformed space into a “fully-fledged operational
domain”. He said Russia has escalated attempts to jam satellites, blind them with lasers and launch cyberattacks since its
full-scale invasion of Ukraine in 2022. #Russia #SpaceWarfare

Sources: Reuters, Daily Mail

Cyberl

Page 5 /7

=]

L


https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.reuters.com/business/aerospace-defense/french-military-leader-warns-increased-hostile-activity-space-2025-09-19/
https://www.dailymail.co.uk/news/article-15114937/Putin-increasingly-carrying-attacks-SPACE-Western-satellites-targeted-laser-strikes-Russian-spacecraft-sneaking-them.html?ns_mchannel=rss&ito=1490&ns_campaign=1490
https://www.dailymail.co.uk/news/article-15114937/Putin-increasingly-carrying-attacks-SPACE-Western-satellites-targeted-laser-strikes-Russian-spacecraft-sneaking-them.html?ns_mchannel=rss&ito=1490&ns_campaign=1490

Space Cybersecurity Watch by CyberInflight

www.cyberinflight.com

Week 38 | September 16 - 22, 2025

THREAT INTELLIGENCE e

F ]
ull

L]

TRAINING & EDUCATION

ly

Cyber


https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/

Space Cybersecurity Watch by CyberInflight

www.cyberinflight.com

Week 38 | September 16 - 22, 2025
Page 7 /7

TRAINING & EDUCATION

il

CYSAT is finally coming to Toulouse, as part of the CBC

CYSAT will take place as a satellite event during the CBC in Toulouse, on November 27. The entire morning will be
dedicated to panels, keynotes, and an interactive workshop session, bringing together leading experts in space,
cybersecurity, and innovation. This half-day conference (in French) will bring together the NATO Space Centre of
Excellence, Thales Alenia Space, Airbus, Look Up, CyberInflight, CNES, and CYSEC. #CYSAT #Conference

Sources: CYSAT CYSAT
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Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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