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RISC Score evolution in 2025

The RISC score for this watch is 1.84. This 
increase from last week is attributed to a 
strong emphasis on technology and 
market developments.
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This week, the General Assembly on Defense, Space and Cybersecurity event occurred in Esrin, the 
ESA's Earth Observation Center. On this occasion, Josef Aschbacher urgently called to strengthen 
Europe's space defense capabilities. He highlighted the alarming disparity between Europe and space 
powers such as the United States and China. On the regulation front, the Aerospace Corporation has 
released Space Attack Research and Tactic Analysis (SPARTA) v3.1, adding space segment guidance for 
NIST (National Institute of Standards and Technology) controls. On the technological front, the US 
Space Force contractors are building an AI-powered tool to detect cyberattacks on satellites by 
directly monitoring the behavior and telemetry outputs of satellite systems in orbit. Meanwhile, on the 
market front, Elon Musk’s SpaceX is set to acquire wireless spectrum licenses from EchoStar for 
approximately $17bn. The companies have also agreed to a partnership that will allow EchoStar’s 
Boost Mobile subscribers to access Starlink’s direct-to-cell service, thereby extending satellite 
connectivity to areas without coverage. On the threat side, military leaders at DSEI 2025, a major 
international defense and security exhibition held in London from 9 to 12 September 2025, stressed 
the need for closer industry-defense collaboration to accelerate innovation and strengthen capabilities 
against hybrid space-cyber threats. The training and education section focuses on a paper discussing 
open-source satellite communication protocols and explores the security vulnerabilities within them. It 
highlights SpaceCAN, a modified version of the well-known CAN Bus protocol used in the automotive 
industry.
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GEOPOLITICS 

ESA Director General's opening remarks at the General Assembly on Defense, Space & 
Cybersecurity
Josef Aschbacher made an urgent call to strengthen Europe's space defense capabilities during his opening speech at the 
General Assembly on Defense, Space and Cybersecurity event held at Esrin, the ESA's Earth Observation Center. Faced with 
the growing threat from international actors and recent incidents in space, he warned: “Europe is not just lagging behind; 
we are not even playing the same game.” Aschbacher highlighted the alarming disparity between Europe and powers such 
as the United States and China. #ESA #Resilience
Sources: ESA, InfoEspacial, Decode39

SPARTA v3.1 expands space cybersecurity with updated controls, new techniques, and research 
contributions
The Aerospace Corporation has released Space Attack Research and Tactic Analysis (SPARTA) v3.1, adding space segment 
guidance for NIST (National Institute of Standards and Technology) controls, a new user guide, mappings to MITRE’s 
EMB3D, and techniques contributed by researchers. The update also incorporates the DEF CON 33 presentation ‘Hacking 
Space to Defend It: Generating IoBs with SPARTA,’ along with some general bug fixes and aesthetic updates to the GUI to 
enhance usability. #SPARTAv3.1 #Update

Sources: Medium Aerospace Corporation, Industrial Cyber 
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Space Force building tools to detect cyberattacks on satellites
US Space Force contractors are building an AI-powered tool to detect cyberattacks on satellites by directly monitoring the 
behavior and telemetry outputs of satellite systems in orbit. The Cyber Resilience On-Orbit tool will be available as a 
software program but could be implemented in hardware and installed on satellites, said Dick Wilkinson, cofounder and 
chief technology officer of Proof Labs, an Albuquerque, N.M., start up. CROO should be available next year, he said at a 
gathering organized by the non-profit Aerospace Corp. and the Space ISAC. #USSF #CROO

Source: Air & Space Forces
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SpaceX buys wireless spectrum from EchoStar in $17bn deal
Elon Musk's SpaceX said it will buy wireless spectrum licenses from EchoStar (SATS.O), opens new tab for its Starlink 
satellite network for about $17bn, a major deal crucial to expanding Starlink's nascent 5G connectivity business. The 
companies also agreed to a deal that will enable EchoStar's Boost Mobile subscribers to access Starlink direct-to-cell 
service to extend satellite service to areas without service. #Starlink #Contract 
Source: CNBC

MARKET & COMPETITION 

THREAT INTELLIGENCE

DSEI Takeaways: Space and cyber and the invisible front line
The advance of space and cyber technologies is creating “an invisible front line” in the warfighting domain. Military leaders 
at DSEI stressed the need for agility, favoring faster 80% solutions over lengthy, rigid programs. The piece also 
underscores closer industry-defense collaboration to accelerate innovation and strengthen capabilities against hybrid 
space-cyber threats. #DSEI #FrontLine

Source: Via Satellite
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Unveiling security vulnerabilities in  open-source satellite communication protocols
Security researcher Vic Huang shares his research on satellite communication protocols that are open source and discovers 
security vulnerabilities in them. Among protocols that are in focus - CubeSat Space Protocol (CSP) and Space Controller 
Area Network (SpaceCAN). SpaceCAN is a fork of the famous CAN Bus protocol used in the automotive industry. It has 
been used in satellites since at least 2003, which means that a large number of satellites orbiting our planet may have CAN 
Bus in them. #SpaceCAN #Paper

Source: Eerie Glow

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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