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RISC Score evolution in 2025

The RISC score for this watch is 2.23, an 
increase from last week. This difference is due 
to improvements on the geopolitical and 
market fronts.
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This week, Lt. Gen. Philip A. Garrant, in charge of the USSF Orbital Watch initiative, announced that 
eventually Orbital Watch will be able to brief companies on specific threats they face, even when the 
need to protect intelligence sources and methods means the warnings must remain classified. The 
Orbital Watch is currently sharing unclassified threat information from U.S. intelligence agencies. 
Reinforcing the focus on supply chain security, NIST released the second public draft of Internal Report 
8536, Supply Chain Traceability: Manufacturing Meta-Framework. This effort aims to help U.S. 
manufacturers securely exchange component traceability data across distributed ecosystems. Public 
comments are open until September 1, 2025. On the technology front, HawkEye 360 Inc. announced 
powerful enhancements to its GNSS Interference (GNSS-I) Detection product suite. These upgrades, 
designed with defense, intelligence, and national security operations in mind, offer unprecedented 
accuracy, coverage, and insight into global GPS jamming and spoofing threats. On the market front, 
Deloitte announced Silent Shield, explaining it is an out-of-band defensive cyber operations (DCO) 
payload designed to provide cyber analytics and anomaly detection. On the threat intel front, Estonian 
authorities reported that Russian GNSS jamming caused over €500,000 in damages over the past 
three months and included attempts to hijack Estonian border surveillance drones. Finally, wolfSSL 
presented a webinar on July 30 about ‘Cybersecurity Solutions for the Satellite Industry’.
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New NIST Meta-Framework aims to bolster supply chain integrity across US manufacturing, 
improve traceability gaps
The U.S. National Institute of Standards and Technology (NIST), through its National Cybersecurity Center of Excellence 
(NCCoE), has released the second public draft of NIST Internal Report 8536, Supply Chain Traceability: Manufacturing 
Meta-Framework. The effort supports U.S. manufacturers in securing their supply chains by developing a reference 
implementation that demonstrates how to exchange component traceability data securely across distributed ecosystems. 
#SupplyChain #NIST
Link: https://industrialcyber.co/manufacturing/new-nist-meta-framework-aims-to-bolster-supply-chain-integrity-across-
us-manufacturing-improve-traceability-gaps/ 

REGULATION

Space Force aims to share classified threat info with industry 
The Space Force’s neighborhood watch-style initiative to share information with the private sector about threats to space 
assets will eventually grow to include classified intelligence. #OrbitalWatch #USSF

Link: https://www.airandspaceforces.com/space-force-classified-threat-info-industry/ 
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Hawkeye 360 launches advanced GNSS interference detection capabilities to enhance defense and 
intelligence operations
HawkEye 360 Inc., the global leader in signals intelligence data and analytics, announced powerful enhancements to its 
GNSS Interference (GNSS-I) Detection product suite. These upgrades—designed with defense, intelligence, and national 
security operations in mind—offer unprecedented accuracy, coverage, and insight into global GPS jamming and spoofing 
threats. #AntiJamming #GNSS-I 

Link: https://www.prnewswire.com/news-releases/hawkeye-360-launches-advanced-gnss-interference-detection-
capabilities-to-enhance-defense-and-intelligence-operations-302515592.html 
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Deloitte launches cyber defense payload for satellites
Deloitte announced Silent Shield on July 30, explaining it is an out-of-band defensive cyber operations (DCO) payload 
designed to provide cyber analytics and anomaly detection. It can be deployed as a software-only payload, or as a 
hardware payload with dedicated compute, memory storage, and communications. Deloitte explained Silent Shield uses a 
one-way diode to gain visibility across the space vehicle, without being visible to adversaries or introducing additional 
risks to the spacecraft. #SilentShield #Cybersecurity

Link: https://www.satellitetoday.com/cybersecurity/2025/07/30/deloitte-launches-cyber-defense-payload-for-satellites/ 
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Damage from Russia's GPS jamming amounts to over €500k Estonia says
Satellite navigation jamming by Russia has caused more than half a million euros worth of damage in the last three 
months, Estonian authorities said on July 31. Russia also tries to take over the Estonian border guard's surveillance drones 
flying on the border. Officials from the Ministry of the Interior, the Police and Border Guard Board (PPA), and Consumer 
Protection and Technical Regulatory Authority (TTJA) gave an overview of the signal disruptions and Estonia's 
countermeasures. #GPSJamming #Damage 

Link: https://news.err.ee/1609759581/damage-from-russia-s-gps-jamming-amounts-to-over-500-000-estonia-says 
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TRAINING & EDUCATION
Live webinar: Cybersecurity solutions for the satellite industry
Join us on July 30th at 9 AM PT for the ‘Cybersecurity Solutions for the Satellite Industry’ webinar. As the industry leader in 
space-grade cybersecurity, wolfSSL products are deployed across satellites, delivery / rocket systems, and ground stations. 
Our software provides lightweight cryptographic and (D)TLS solutions optimized for satellite and aerospace systems. 
wolfSSL solutions also feature robust quantum-resistant cryptography, FIPS 140-3 certification, and CNSA 2.0 compliance.
#Webinar #Cybersecurity

Link: https://www.wolfssl.com/live-webinar-cybersecurity-solutions-for-the-satellite-industry/
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TRAINING & EDUCATION

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 

Week 31 | July 29 – August 4, 2025
Page 7 /7

https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
mailto:research@cyberinflight.com

	Section par défaut
	Diapositive 1
	Diapositive 2
	Diapositive 3
	Diapositive 4
	Diapositive 5
	Diapositive 6
	Diapositive 7


