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The RISC score for this watch is 1.89, an :
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to a slight improvement on the threat intel O;

front.
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This week, on the regulatory front, the European Commission published the long-awaited proposal for
the EU Space Act, establishing a comprehensive regulatory framework to strengthen the resilience,
safety, and sustainability of space activities across the Union. Cyberinflight is proud to have
contributed its space cybersecurity expertise to this critical initiative! On the geopolitical front, the
commander of US Space Command, Gen. Stephen Whiting, talks, in an interview, about everything
from the Golden Dome to the Commercial Augmented Space Reserve to his worries about Beijing'’s
efforts in space. On the technological side, India’s response to the quantum challenge is spearheaded
by ISRO (Indian Space Research Organisation) and DRDO (Defense Research and Development
Organisation), two agencies driving innovation in secure communication. Moreover, the market is
quite dynamic, with the Italian Space Agency (ASI) having awarded Starion Italia the design,
development, and implementation of the Cyber Security Operations Center (C-SOC). This innovative
facility will protect the agency’s space and digital infrastructure. On the threat front, Russian hybrid
threats, including sabotage of critical infrastructure, vandalism, weaponized migration, and military
intimidation, are highly likely to intensify around the 2025 NATO Summit, especially in the Baltic
states, Poland, and Germany. Lastly, the recording of the presentation “Securing the stars:
safeguarding space systems” by Chathura Abeydeera, at AUSCERT 2025, is out! (Re)Discover it!
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Cyberinflight is proud to have contributed to the EU Space Act

The European Commission published the long-awaited proposal for the EU Space Act, establishing a comprehensive .:
regulatory framework to strengthen the resilience, safety, and sustainability of space activities across the Union. C e
Cyberlnflight is proud to have contributed its space cybersecurity expertise to this critical initiative!

#EUSpace #EUSpaceAct
Link: https://www.linkedin.com/feed/update/urn:li:activity:7343954382046027776/
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Cyberinflight is proud to have attended the EU Space ISAC General Meeting

EU Space ISAC Launches Next Phase with First General Meeting on 4-5 June 2025, marking a key milestone one year after

its establishment. With the presence of the European Commission and EUSPA - EU Agency for the Space Programme, the C;i;-m
meeting brought together the 50 members from 13 countries across the European space sector.

#EUSpace #SpacelSAC

Link: https://www.linkedin.com/posts/eu-space eu-space-isac-launches-next-phase-with-activity-
7343986467326619649-
65hK?utm_source=share&utm medium=member desktop&rcm=ACoAAC6wWwI1MBDUN4xAUPfCv581dgYy1A-7vim60

GEOPOLITICS

US Space Command’s Gen. Whiting talks Golden Dome, EW and China’s space-based kill chain

The commander of US Space Command Gen. Stephen Whiting talks, in this interview, about everything from Golden Dome
to the Commercial Augmented Space Reserve to his worries about Beijing's efforts in space. #SpaceWarfare #U.S.

Link: https://breakingdefense.com/2025/06/us-space-commands-gen-whiting-talks-golden-dome-ew-and-chinas-space-

based-kill-chain/
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GEOPOLITICS

REGULATION

Commission proposes EU Space Act to boost market access and strengthen space safety

The European Commission has proposed the EU Space Act, a new set of ambitious measures to make Europe's space
sector cleaner, safer and more competitive in Europe and its export markets. The EU Space Act intends to cut red tape,
protect space assets, and create a fair, predictable playing field for businesses. #EUSpaceAct #Draft

Link: https://ec.europa.eu/commission/presscorner/detail/en/ip 25 1583

il

TECHNOLOGY

End of cybercrime? How ISRO and DRDO are building India’s unhackable quantum network

India’s response to the quantum challenge is spearheaded by ISRO (Indian Space Research Organisation) and DRDO
(Defense Research and Development Organisation) two agencies driving innovation in secure communication.

#DRDO #ISRO

Link: https://timesofindia.indiatimes.com/science/end-of-cybercrime-how-isro-and-drdo-are-building-indias-
unhackable-quantum-network/articleshow/122025465.cms
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MARKET & COMPETITION

Spazio: contratto ASI a Starion Italia per il Cyber Security Operations Center (7Trad: Space: AS/
contract to Starion Italy for Cyber Security Operations Center)

The Italian Space Agency (ASI) has awarded Starion ltalia the design, development and implementation of the Cyber
Security Operations Center (C-SOC), an innovative facility that will ensure the protection of the agency's space and digital -I
infrastructure. It was signed by ASI Director General Luca Vincenzo Maria Salamone and Starion Italia CEO Stefano Tatoni

in the presence of ASI President Teodoro Valente. #ASI #Starion

Link: https://ageei.eu/spazio-contratto-asi-a-starion-italia-per-il-cyber-security-operations-center/

il

THREAT INTELLIGENCE

Russian hybrid threats likely to escalate around 2025 NATO Summit, putting European critical
infrastructure at high risk

Recorded Future warns that Russian hybrid threats, including sabotage of critical infrastructure, vandalism, weaponized
migration, and military intimidation, are highly likely to intensify around the 2025 NATO Summit. These activities
are expected to particularly target European countries, especially if the summit produces decisive outcomes on Ukraine.
The Baltic states, Poland, and Germany face the highest risk. #NATO #Russia

Link: https://industrialcyber.co/reports/russian-hybrid-threats-likely-to-escalate-around-2025-nato-summit-putting-
european-critical-infrastructure-at-high-risk/
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AUSCERT2025 - Securing the stars: safeguarding space systems by Chathura Abeydeera

This presentation highlights the need for protection and resilience of space systems, necessitating a robust cybersecurity e -
framework supported by advanced cyber intelligence. Cybersecurity and resilience of space systems are not just a strategic ’
choice but an imperative for preserving the functionality, safety, and economic stability of space system sectors in the face
of escalating cyber threats. #AUSCERT2025 #Video

Link: https://www.youtube.com/watch?v=q8lzBww-Ilk
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TRAINING & EDUCATION

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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