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Timeframe: Weekly 

# of articles identified: 42  

Est. time to read: 90 minutes

GEOPOLITICS 

MARKET & COMPETITION

THREAT INTELLIGENCE

REGULATION

IMPORTANT NEWS

Overview & Resilience Index for Space 
Cybersecurity (RISC)

TRAINING & EDUCATION

TECHNOLOGY

RISC Score Assessment
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RISC Score evolution in 2025

The RISC score for this watch is 1.62, a 
significant increase from last week. This 
difference is due to a very dynamic market 
climate, and positive geopolitics news.
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This week, on the sidelines of the Paris Air Show, the French Ministry of Defence unveiled the 
acceleration of a strategic shift: space is no longer a prospective domain. It is now a zone of 
confrontation, with its own front lines, rules of confrontation, and response tools. The French Air Force 
is now equipped to act in orbit, in the face of attacks that have become tangible. Regarding 
regulations, the International Air Transport Association (IATA) and the European Union Aviation Safety 
Agency (EASA) have published a comprehensive plan to mitigate the risks stemming from global 
navigation satellite system (GNSS) interference. The plan was part of the conclusions of a jointly-
hosted workshop on GNSS interference. On the technological front, India has taken a significant step 
toward secure quantum communication by demonstrating entanglement-based quantum key 
distribution over a free-space link spanning more than one kilometer. Furthermore, this week, under a 
new three-year contract, the UK Ministry of Defence (MOD) has chosen the company Leonardo to 
manage ‘red team and cyber adversary simulation’ operations across UK Armed Forces bases and 
networks. The new service will ensure that the UK Armed Forces are as well defended and resilient as 
possible. Regarding threats, Viasat Inc. has been identified as a victim of the Chinese-linked Salt 
Typhoon cyberespionage operation during last year’s presidential campaign. The breach at the 
satellite communications firm was discovered earlier this year, and Viasat has been working with the 
government in the aftermath. Lastly, an interview with Philippe Adam, General of the French Space 
Command, is out! Discover it.
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GEOPOLITICS 
Se défendre dans l’espace : l’armée française passe à l’action dans la 3ᵉ dimension (Trad: 
Defending ourselves in space: the French army takes action in the 3rd dimension)
On June 20, 2025, on the sidelines of the Paris Air Show, the French Ministry of Defence unveiled the acceleration of a 
strategic shift: space is no longer a prospective domain. It is now a zone of direct confrontation, with its own front lines, 
rules of confrontation and response tools. The French Air Force is now equipped to act in orbit, in the face of attacks that 
have become tangible. #France #DoD
Link: https://armees.com/espace-satellites-cyberattaques-armees-dissuasion/
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EASA and IATA publish comprehensive plan to mitigate the risks of GNSS interference
The International Air Transport Association (IATA) and the European Union Aviation Safety Agency (EASA) have published a 
comprehensive plan to mitigate the risks stemming from global navigation satellite system (GNSS) interference. The plan 
was part of the conclusions of a jointly-hosted workshop on the topic of GNSS interference. #GNSS #Plan

Link: https://www.iata.org/en/pressroom/2025-releases/2025-06-18-01/ 

REGULATION

TECHNOLOGY
India takes significant step in quantum communication with one-kilometer entanglement test
India has taken a major step toward secure quantum communication by demonstrating entanglement-based quantum key 
distribution over a free-space link spanning more than one kilometer, according to a statement from the country’s Ministry 
of Defense. #QKD #India

Link: https://thequantuminsider.com/2025/06/20/india-takes-significant-step-in-quantum-communication-with-one-
kilometer-entanglement-test/
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Hackers, spies and saboteurs: how Leonardo will help to fortify UK defence against cyberattacks
Under a new three-year contract, defence company Leonardo has been chosen by the UK Ministry of Defence (MOD) to 
manage ‘red team and cyber adversary simulation’ operations across UK Armed Forces bases and networks. As hostile 
states step up attempts to sow disruption and chaos, the new service will ensure that UK Armed Forces are as well 
defended and resilient as possible. #Leonardo #UK

Link: https://uk.leonardo.com/en/news-and-stories-detail/-/detail/how-leonardo-will-help-to-fortify-uk-defence-against-
cyber-attacks
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THREAT INTELLIGENCE
Viasat identified as victim in Chinese Salt Typhoon cyberespionage, Bloomberg News reports
Viasat Inc, opens new tab has been identified as a victim of the Chinese-linked Salt Typhoon cyberespionage operation 
during last year's presidential campaign, Bloomberg News reported on Tuesday. The breach at the satellite 
communications firm was discovered earlier this year and Viasat has been working with the government in the aftermath, 
the report said, citing people familiar with the matter. #Viasat #China

Link: https://www.reuters.com/business/media-telecom/viasat-identified-victim-chinese-salt-typhoon-cyberespionage-
bloomberg-news-2025-06-17/
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THREAT INTELLIGENCE

GPS jamming falsely placed VLCC front eagle in Iran prior to collision
While transiting from Iraq through the Arabian Gulf and the Strait of Hormuz, the Front Eagle experienced sustained 
electronic navigation interference. Persistent GPS and AIS jamming that preceded the tanker’s collision signals a new and 
growing maritime security threat in the region. #Jamming #Threat

Link: https://windward.ai/blog/gps-jamming-falsely-placed-front-eagle-in-iran-prior-to-collision/

Week 25 | June 17 - 23, 2025
Page 5 /7

https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://windward.ai/blog/gps-jamming-falsely-placed-front-eagle-in-iran-prior-to-collision/


Space Cybersecurity Watch by CyberInflight

         www.cyberinflight.com

THREAT INTELLIGENCE
Week 25 | June 17 - 23, 2025

Page 6 /7

TRAINING & EDUCATION

La guerre dans l'espace a-t-elle déjà commencé ? (Trad: Has the war in space already begun?)
What China or Russia are up to in space, the weapons likely to be used, the New Space, the importance of Elon Musk's 
Starlink, what GPS jammers make possible and cyber attacks: this conversation with Philippe Adam, General of the French 
Space Commands, covers a wide range of topics. #Video #SpaceWar

Link: https://www.youtube.com/watch?v=Ge-PL5Dah1g
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TRAINING & EDUCATION

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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