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IMPORTANT NEWS

Overview & Resilience Index for Space 
Cybersecurity (RISC)

CyberInflight’s analyst, Matthias Popoff, was interviewed about the Russian threat landscape during 
CYSAT 2025 in Paris. Discover its interview! This week’s geopolitics news includes the increased 
dependence on space-based assets for both military and civilian functions, which has turned these 
critical systems into a potential target for cyberattacks. NATO’s deterrence capability relies on these 
assets, such as satellites, for secure communication, navigation, intelligence, and early warning 
systems. On the technological front, in a significant leap forward for India’s defense technology, the 
country has developed a cutting-edge Satellite Navigation System (SNS) Jammer capable of blocking 
signals from China’s BeiDou navigation system, alongside other global navigation systems like GPS, 
GLONASS, Galileo, and NavIC. On the threat front, the 2025 Data Threat Report by Thales results show 
progress in key areas of data security, but much work remains as organizations mature their data 
security controls. Regarding regulations, a new Hygiene Guide for Orbital Systems has been released 
by the CNES. It is based on recognized benchmarks and feedback from the French space ecosystem. 
On the market side, the Pentagon’s Defense Innovation Unit (DIU) has added 13 more companies to its 
pool of contractors developing an ambitious multi-agency effort to create a multi-orbit, public-private 
satellite communications (SATCOM) network largely impervious to jamming, intending to launch a 
pilot in 2026. Lastly, CYSAT made its debut in Asia! Co-organised by SGInnovate and CYSEC, this 
groundbreaking event aims to bring together the Pacific region’s space communities to address 
critical challenges in securing space infrastructures. 
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RISC Score Assesment
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RISC Score evolution in 2025

1

The RISC score for this watch is 0.78, a 
significant decrease from last week. This 
difference is due to some threats and 
negative geopolitical news, which are 
nevertheless slightly balanced by strong new 
regulations.
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Securing the space-based assets of NATO members from cyberattacks
The increased dependence on space-based assets for both military and civilian functions has turned these critical systems 
into a potential target for cyberattacks. NATO’s deterrence capability relies on these assets, such as satellites, for secure 
communication, navigation, intelligence and early warning systems. #NATO #Vulnerabilities
Link: https://www.chathamhouse.org/2025/05/securing-space-based-assets-nato-members-cyberattacks/summary
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Elaboration du guide d’hygiène cybersécurité des systèmes orbitaux par le CNES (Trad:
Elaboration of the cybersecurity hygiene guide for orbital systems  by the CNES)
The guide by the CNES aims to establish best practices for reducing the number of cyberattacks and is based on 
recognized benchmarks and feedback from the French space ecosystem. #Guideline #CyberSpace

Link: https://www.linkedin.com/posts/cyberinflight_guide-dhygi%C3%A8ne-cybers%C3%A9curit%C3%A9-des-
syst%C3%A8mes-activity-7332736980318908416-SDIa?rcm=ACoAADea9_AB2PdJmljyibz-Zx3TxKHosCPhMgo

REGULATION

Le secteur spatial, caisse de résonnance des tensions géopolitiques mondiales (Trad: The space 
sector, a sounding board for global geopolitical tensions)
CyberInflight’s analyst, Matthias Popoff was interviewed about the Russian threat landscape during CYSAT 2025 in Paris. 
#Interview #MarketAnalyst

Link: https://www.usinenouvelle.com/article/le-secteur-spatial-caisse-de-resonnance-des-tensions-geopolitiques-
mondiales.N2232066
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India develops advanced satellite navigation system jammers to counter China’s BeiDou
In a significant leap forward for India’s defense technology, the country has developed a cutting-edge Satellite Navigation 
System (SNS) Jammer capable of blocking signals from China’s BeiDou navigation system, alongside other global 
navigation systems like GPS, GLONASS, Galileo, and NavIC. #SNS #BeiDou

Link: https://idrw.org/india-develops-advanced-satellite-navigation-system-jammers-to-counter-chinas-beidou/
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DIU expands 'Hybrid Space Architecture' vendor pool, plans 2026 pilot
The Pentagon’s Defense Innovation Unit (DIU) has added 13 more companies to its pool of contractors developing an 
ambitious multi-agency effort to create a multi-orbit, public-private satellite communications (SATCOM) network largely 
impervious to jamming — with the goal of launching a pilot in 2026. #Contract #DIU

Link: https://breakingdefense.com/2025/05/diu-expands-hybrid-space-architecture-vendor-pool-plans-2026-pilot/
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THREAT INTELLIGENCE

2025 Thales data threat report
The 2025 Data Threat Report results show progress in key areas of data security, but much work remains as organizations 
mature their data security controls. Efforts must intensify to securely empower the surge in GenAI activity. New and 
unfamiliar risks must be addressed, and the tools and technology to mitigate them are available, but they must be used 
effectively and expeditiously. #Thales #Report
Link: https://cpl.thalesgroup.com/data-threat-report#form-download
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It’s official: CYSAT ASIA is launching!
CYSAT made its debut in ASIA! Co-organised by SGInnovate and European company CYSEC (owner of the CYSAT brand), 
this groundbreaking event aims to bring together the Pacific region’s space communities to address critical challenges 
related to securing space infrastructures. #CYSAT #Asia

Link: https://www.linkedin.com/posts/cysatspace_cysat-cysatasia-spacecybersecurity-activity-7331220603644940289-
9I11?rcm=ACoAACVjFHoBnJXMQv4pQkVRLVCw1GWctJMWTvU

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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