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RISC Score evolution in 2025
The RISC score for this watch is 1.34, a slight .

increase from last week. This difference is due )

to better technological, regulatory, and 15
market climates, despite several reports on Oi

threats and attacks on the space sector.

Cyberinflight, as a Founding member of the EU Space ISAC and Task Leader of Task 5 of the Working
Group #3 "Standards and regulations”, is proud to share an EU Space ISAC survey. All institutions and
industry entities whose activities are related to space and security topics are invited to answer it.
Moreover, CYSAT 2025 starts this week with several interesting panels, such as one by Matthias Popoff.
On May 15th at 14:00 on the Master Stage, Matthias Popoff, from Cyberinflight, will present the
Russian space cybersecurity ecosystem. Don’t miss this exclusive talk! On the geopolitical side, this
week, Europe is increasingly awakening to the pressing need to bolster its defense capabilities. From
the shadowy realm of cyber-threats to the palpable tensions of geopolitical rivalries, the continent
must swiftly adapt to a new reality where traditional defense strategies are no longer sufficient. On the
technological front, the new NATO Science & Technology Trends 2025-2045 report is out. Discover it!
Regarding regulation, India’s new satellite security rules demand monitoring and lawful interception
from satcom operators. On the market side, WiSeKey International Holding Ltd, in collaboration with
the OISTE.ORG Foundation, announced the rollout of the "Quantum Root Key," a new Root of Trust
using PQC algorithms, designed to protect digital identities, communications, and systems against the
disruptive power of quantum computing. Lastly, on the threat front, the Pakistan Air Force (PAF) has
~gcored another major success by completely disabling an Indian military satellite after jamming,
faking it non-operational. 1
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Take the EU Space ISAC survey!

Cyberlnflight, as a proud Founding member of the EU Space ISAC and Task Leader of Task 5 of the Working Group #3
"Standards and regulations”, is proud to share the following survey. All institutions and industry entities whose activities
are related to space and security topics are invited to answer it. #EUSpace #Survey

Link: https://ec.europa.eu/eusurvey/runner/e27f74c1-8c32-8307-4bc5-81c5bc3a5651
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Don’t miss Matthias Popoff’s presentation at CYSAT 2025!

On May 15th at 14:00 on the Master Stage, Matthias Popoff, from Cyberinflight, will make his presentation: "The Russian ¢
space cybersecurity ecosystem: a global overview”. Don't miss this exclusive talk at CYSAT 2025, Paris (STATION F). Cﬁ;-m
#CYSAT2025 #Speaker

Link: https://www.linkedin.com/posts/matthiaspopoff spacecybersecurity-cyberresilience-satellitesecurity-activity-
7327616250564558848-
CJC1?utm _source=share&utm medium=member desktop&rcm=ACoAAC6wwTMBDUN4xAUPfCv581dgYy1A-7vim60

GEOPOLITICS

Strengthening Europe's defense: the role of space technology
In an era of rapidly evolving global security challenges, Europe is increasingly awakening to the pressing need to bolster -|

its defense capabilities. From the shadowy realm of cyber-threats to the palpable tensions of geopolitical rivalries, the
continent must swiftly adapt to a new reality where traditional defense strategies are no longer sufficient.

#SpaceTech #Defense

Link: https://www.linkedin.com/pulse/strengthening-europes-defense-role-space-technology-rfa-space-
ejlie/?trackingld=3BRzX4bbw%2FLt3xJ%2FNA2Gg%3D%3D

TECHNOLOGY

NATO's tech forecast: 6 forces that will reshape global defense by 2045
The new NATO Science & Technology Trends 2025-2045 report is out — and it's clear: Tech disruption will define who e
leads and who lags on tomorrow's battlefield. #Disruption #TechReport i

Link: https://www.linkedin.com/posts/nir-weingold-%F0%9F%87 %AE%F0%9F%87%B1-2b6730a0 nato-sto-activity-
7326116158456152064-sUUz?rcm=ACoAAC6wwWT1MBDUN4xAUPfCv581dagYy1A-7vim60
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REGULATION

India’s new satellite security rules demand monitoring and lawful interception from satcom
operators

The Department of Telecommunications (DoT) says that licensed satellite communication service providers have to comply
with lawful interception and monitoring requirements. This comes as part of the security instructions that the DoT has
recently released for all the satcom service providers with a Global Mobile Personal Communication by Satellite (GMPCS)
license. Satellite operators need to obtain this license to operate in India. Companies have to demonstrate their system
capabilities with respect to security aspects, including monitoring, before they begin operations in India. #DoT #Report

Link: https://www.medianama.com/2025/05/223-india-satellite-security-rules-lawful-interception-satcom-operators/

MARKET & COMPETITION

WIiSeKey and OISTE.ORG generate and launch a PQC root key to defend against quantum cyber-
threats

WiISeKey International Holding Ltd, in collaboration with the OISTE.ORG Foundation, today announced the rollout of the
“Quantum Root Key,” a new Root of Trust using post-quantum cryptographic (PQC) algorithms, designed to protect digital
identities, communications, and systems against the disruptive power of quantum computing. #WISeKey #Collaboration

Link: https://www.wisekey.com/press/wisekey-and-oiste-org-generate-and-launch-a-post-quantum-cryptography-root-
key-to-defend-against-quantum-cyber-threats/
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PAF achieves major success by jamming, disabling Indian military satellite

The Pakistan Air Force (PAF) has scored another major success by completely disabling an Indian military satellite after R
jamming, making it non-operational. #Jamming #PAF I C

Link: https://english.aaj.tv/news/330415972/paf-achieves-major-success-by-jamming-disabling-indian-military-satellite
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TRAINING & EDUCATION

Panel announcement - CYSAT 2025

As space becomes increasingly critical for both civilian and defense purposes, cybersecurity is no longer optional, it's
mission-critical. The expert panel will explore how dual-use and defense space missions are addressing growing cyber-
threats, and what it takes to secure assets that serve both strategic and commercial functions. #CYSAT2025 #Defense

Link: https://www.linkedin.com/posts/cysatspace spacecybersecurity-defensetech-dualuse-activity-

7326138810273046530-
5YU5?utm source=share&utm medium=member desktop&rcm=ACoAAC6WwWIMBDUN4xAUPfCv581dgYy1A-7vim60

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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