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RISC Score evolution in 2025
The RISC score for this watch is 1.28, a slight .,

decrease from last week. This difference is -
due to more threats and fewer regulations. s
The score mainly results from a good !
dynamism on the market (contracts and
alliances concluded).

Cyberinflight team will attend CYSAT 2025 in Paris at Station F. It will take place on May 14 & 15. This
week’s geopolitics news includes a combined tabletop exercise conducted by South Korea and the
United States against space-based threats amid growing space security threats from North Korea. On
the market side, the Space ISAC 2024 annual report is here. It highlights the accomplishments and the
collective impact of our members and partners working together to secure the space mission. On the
regulation front, NIST Special Publication 800-53 provides a catalog of security and privacy controls
for the protection of information systems and organizations from a diverse set of threats and risks.
These mappings provide resources for assessing security control coverage of real-world threats as
described in the MITRE ATT&CK® knowledge base and provide a foundation for integrating ATT&CK-
based threat intelligence into the risk management process. Revision 5, in particular, applies to IT
systems, industrial control systems, [oT devices, and more. On the threat intel side, ANSSI, alongside
its partners at the Cyber Crisis Coordination Centre (C4), has observed the targeting and compromise
of French entities by the APT28 intrusion set. Since 2021, this intrusion set has gathered strategic
intelligence from entities in France, Europe, Ukraine, and North America. On the technical front,
everything is coming together to make 2025 a pivotal year in the Space Force’s long-running effort to
tnake GPS more resistant to jamming, a senior service official said April 29. Lastly, the countdown has
Cbegun CYSAT is just 2 weeks away until CYSAT 2025! May 14-15, at STATION F in Parts. 1
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CYBERINFLIGHT NEWS

ANNOUNCEMENT - Cyberinflight will be part of CYSAT 2025 )
Cyberlnflight team will attend CYSAT 2025 in Paris at the Station F. It will take place on May 14 & 15. #CYSAT2025 #Event C?;‘c;._‘

GEOPOLITICS

S. Korea, US hold 1st joint tabletop exercise against space threats

South Korea and the United States conducted a combined tabletop exercise against space-based threats earlier this week, @.&
the South's military said Friday, amid growing space security threats by North Korea. #USSF #TTX ST

Link: https://www.koreatimes.co.kr/southkorea/defense/20250502/south-korea-us-hold-1st-joint-tabletop-exercise-
against-space-threats
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TECHNOLOGY

Anti-Jamming GPS upgrades coming this year

Everything's coming together to make 2025 a pivotal year in the Space Force's long-running effort to make GPS more
resistant to jamming, a senior service official said April 29. #GPS #AntiJamming

Link: https://www.airandspaceforces.com/gps-anti-jamming-upgrades-converging-2025/

REGULATION

Updated NIST 800-53 Mappings to MITRE ATT&CK

The controls cataloged in NIST Special Publication 800-53 are more relevant than ever to private business and
government. With revision 5 in particular, controls apply to IT systems, industrial control systems, IoT devices, and more.
#NIST800-53 #MITRE

Link: https://center-for-threat-informed-defense.github.io/mappings-explorer/external/nist/
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MARKET & COMPETITION

The Space ISAC 2024 annual report is here!

This report highlights our accomplishments and the collective impact of our members and partners working together to
secure the space mission. #SpacelSAC #Report

Link: https://www.linkedin.com/posts/space-isac_space-isac-2024-annual-report-activity-7322692333148192770-KJTM

THREAT INTELLIGENCE
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THREAT INTELLIGENCE

Targeting and compromise of French entities using the APT28 intrusion set

ANSSI, alongside its partners at the Cyber Crisis Coordination Centre (C4), has observed the targeting and compromise of
French entities by the APT28 intrusion set. Since 2021, this intrusion set has gathered strategic intelligence from entities in
France, Europe, Ukraine, and North America. #APT28 #Russia

Link: https://www.cert.ssi.gouv.fr/uploads/CERTFR-2025-CTI-007.pdf

TRAINING & EDUCATION

CYSAT EUROPE

Just 2 weeks to go until CYSAT 2025! May 14-15 at STATION F in Paris. The countdown has begun, and it's almost SOLD
OUT! #CYSAT #Event

Link: https://www.linkedin.com/posts/cysatspace spacecybersecurity-satellitesecurity-cyberdefense-activity-
7323256466117746688-fzvS?rcm=ACoAACVjFHoBnJXMQv4pQkVRLVCwW1GWctIMWTvU
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Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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