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Articles, company’s communications, 
whitepapers, academic works, podcast, 

and sources not to be missed on the 
topic of space cybersecurity over a 

specified timeframe. 

Timeframe: Weekly 

# of articles identified: 27

Est. time to read: 55 minutes

GEOPOLITICS 

MARKET & COMPETITION

THREAT INTELLIGENCE

REGULATION

IMPORTANT NEWS

Overview & Resilience Index for Space 
Cybersecurity (RISC)

This week’s geopolitics news includes the U.S. strategy designed to weave through orbital, 
electromagnetic, and cyberspace warfare challenges, orchestrating a symphony of defense and offense 
in zero gravity. On the market side, the Space ISAC has signed a Memorandum of Understanding with 
the French Space Command during CYSAT USA. It marks a significant step in expanding Space ISAC’s 
global footprint and solidifying its role as a leading international convener in space security and 
resilience. On the regulation front, drawing on eight years of collected data and analyses, the CSIS 
threats report describes trends in the development, testing, and use of counterspace weapons. It 
enables readers to develop a deeper understanding of threats to U.S. national security interests in 
space. On the threat intel side, quantum computing offers enormous advantages by being able to 
instantly decipher complex problems that were previously impossible to solve. But this very capability 
also creates new cybersecurity threats, because powerful quantum computers could undermine 
traditional data protection mechanisms. On the technical front, the NATO Communications and 
Information Agency (NCIA) has developed a new prototype sensor and recently completed a key 
round of testing. Lastly, the Salon International de l'Aéronautique et de l'Espace, better known as the 
“Paris Air Show,” will hold its 55th edition from June 16 to 22, 2025. 
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RISC Score evolution in 2025

1

The RISC score for this watch is 1.78, a little 
decrease from last week. This difference is 
due to less geopolitical news. The score itself 
results from new technologies, alliances, and 
regulations on the market. 
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Inside the U.S. Space Force’s bold plans to dominate the final frontier
Amidst a star-studded canvas of glittering satellites and mysterious debris, the United States Space Force forges new paths 
into the realm of space warfare. As cosmic guardians, they stand ready to secure not just the skies we see, but the vast 
reaches beyond. The USSF unravels its dynamic “Space Warfighting” framework—a strategy designed to weave through 
the challenges of orbital, electromagnetic, and cyberspace warfare, orchestrating a symphony of defense and offense in 
zero gravity. #USSF #Role

Link: https://salajobrazovanje.co.rs/news_en/inside-the-u-s-space-forces-bold-plans-to-dominate-the-final-
frontier/109249/

NATO tests new sensor to counter GNSS signal threats
A new prototype sensor, developed by the NATO Communications and Information Agency (NCIA) has recently completed 
a key round of testing. Developed by experts in the NCIA’s Joint Intelligence, Surveillance and Reconnaissance Centre, the 
GANDALF-4 system is designed to detect, classify, and locate intentional attempts to disrupt or deceive Global Navigation 
Satellite System (GNSS) signals. #GNSS #NATO

Link: https://www.unmannedairspace.info/counter-uas-systems-and-policies/nato-tests-new-sensor-to-counter-gnss-
signal-threats/

TECHNOLOGY

https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://salajobrazovanje.co.rs/news_en/inside-the-u-s-space-forces-bold-plans-to-dominate-the-final-frontier/109249/
https://salajobrazovanje.co.rs/news_en/inside-the-u-s-space-forces-bold-plans-to-dominate-the-final-frontier/109249/
https://www.unmannedairspace.info/counter-uas-systems-and-policies/nato-tests-new-sensor-to-counter-gnss-signal-threats/
https://www.unmannedairspace.info/counter-uas-systems-and-policies/nato-tests-new-sensor-to-counter-gnss-signal-threats/


Space Cybersecurity Watch by CyberInflight

         www.cyberinflight.com

3

Week 17 |  April 22 – 28, 2025
Page 3/5

Global space collaboration strengthened with MoU between Space ISAC + French Space Command
The Space ISAC has signed a Memorandum of Understanding with the French Space Command during CYSAT USA, which 
took place the week of the 40th Annual Space Symposium—this milestone marks a significant step in expanding Space 
ISAC’s global footprint and solidifying its role as a leading international convener in space security and resilience.
#MoU #FrenchSpaceCommand

Link: https://news.satnews.com/2025/04/23/global-space-collaboration-strengthened-with-mou-between-space-isac-
french-space-command/

MARKET & COMPETITION 

Space threat assessment 2025
This resource for policymakers and the public leverages open-source information to assess key developments in foreign 
counterspace weapons. Drawing on eight years of collected data and analyses, this report describes trends in the 
development, testing, and use of counterspace weapons and enables readers to develop a deeper understanding of 
threats to U.S. national security interests in space. #Report #CSIS

Link: https://www.csis.org/analysis/space-threat-assessment-2025
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Are we ready for new cyber-threats in the quantum era?
Quantum computing offers enormous advantages by being able to instantly decipher complex problems that were 
previously impossible to solve. But this very capability also creates new threats to cybersecurity, because powerful 
quantum computers could undermine traditional data protection mechanisms. #Quantum #Cyber

Link: https://balticword.com/are-we-ready-for-new-cyber-threats-in-the-quantum-era/
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Salon du Bourget 2025
It’s time to register! The Salon International de l'Aéronautique et de l'Espace, better known as the “Paris Air Show”, will be 
holding its 55th edition from June 16 to 22, 2025. #Event #Bourget

Link: https://www.museeairespace.fr/agenda/salon-du-bourget-2025/

Week 17 |  April 22 – 28, 2025
Page 5/5

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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