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IMPORTANT NEWS

Overview & Resilience Index for Space 
Cybersecurity (RISC)

This week’s geopolitics news includes takeaways from the Space Symposium. Experts from the industry 
and the government discussed ways of coordinating cybersecurity efforts, with the knowledge that 
capable adversaries can already exploit weaknesses. Moreover, the Space ISAC announced the launch 
of its UK Global Hub, a significant advancement in its mission to foster international collaboration in 
space security. On the market side, the UK government has announced £65m in funding for a new 
software system called Borealis, which is intended to help the UK military defend its satellites against 
threats. On the regulation front, the Space Force released its Space Warfighting framework, outlining 
the service's vision for achieving and maintaining space superiority while ensuring the long-term 
safety and sustainability of the space domain. On the threat intel side, in the aftermath of Mahmoud 
Khalil's arrest, DieNet claimed numerous DDoS attacks against U.S. Critical National Infrastructure 
(CNI), including energy, financial, healthcare, government, transit, and communications infrastructure. 
On the technical front, Australia’s Defence Science and Technology Group (DSTG) is spearheading an 
ambitious quantum technology initiative to enhance secure timing and communications for the 
Australian Defence Force (ADF).  Lastly, the EU Space Days 2025 are taking place on the 27 and 28 of 
May in Gdańsk. The event connects policy, business, and technology, propelling Europe’s space 
industry into the future. 
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RISC Score evolution in 2025

1

The RISC score for this watch is 1.84, an 
increase from last week. This score is due to a 
strong dynamism in the ecosystem, especially 
on the geopolitics, regulations, and training 
and education sides.
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Space ISAC launches UK Global hub to expand threat monitoring, boost international space 
security
The Space Information Sharing and Analysis Center (Space ISAC) announced on Monday the launch of its UK Global Hub, a 
major advancement in its mission to foster international collaboration in space security. #SpaceISAC #Launch

Link: https://industrialcyber.co/critical-infrastructure/space-isac-launches-uk-global-hub-to-expand-threat-monitoring-
boost-international-space-security/

Cyber takeaways from Space Symposium: cyber is an ‘all hands’ effort
At the Space Symposium, experts from industry and the government discussed ways of coordinating cybersecurity efforts, 
with the knowledge that capable adversaries can already exploit weaknesses. #ISAC #Symposium

Link: https://www.satellitetoday.com/cybersecurity/2025/04/16/cyber-takeaways-from-space-symposium-cyber-is-an-all-
hands-effort/
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Australia develops quantum-secured timing network for defence
Australia’s Defence Science and Technology Group (DSTG) is spearheading an ambitious quantum technology initiative to 
enhance secure timing and communications for the Australian Defence Force (ADF). #Quantum #ADF

Link: https://opengovasia.com/2025/04/19/australia-develops-quantum-secured-timing-network-for-defence/

TECHNOLOGY

New UK system to protect satellites against attack shows how global conflict has spilled into 
outer space
The UK government has announced £65m in funding for a new software system called Borealis which is intended to help 
the UK military defend its satellites against threats. #Fund #Software

Link: https://theconversation.com/new-uk-system-to-protect-satellites-against-attack-shows-how-global-conflict-has-
spilled-into-outer-space-253963
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THREAT INTELLIGENCE

Hacktivist group DieNet claims DDoS attacks against U.S. CNI
In the aftermath of Mahmoud Khalil's arrest, DieNet claimed numerous DDoS attacks against U.S. Critical National 
Infrastructure (CNI), including energy, financial, healthcare, government, transit, and communications infrastructure. 
#DDoS #USCNI

Link: https://www.cisecurity.org/insights/blog/hacktivist-group-dienet-claims-ddos-attacks-against-u-s-c-n-i
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U.S. Space Force defines path to space superiority in first Warfighting framework
The Space Force released its Space Warfighting framework, outlining the service's vision for achieving and maintaining 
space superiority while ensuring the long-term safety and sustainability of the space domain. #USSF #Framework

Link: https://www.spaceforce.mil/News/Article-Display/Article/4156245/us-space-force-defines-path-to-space-
superiority-in-first-warfighting-framework/
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TRAINING & EDUCATION
EU Space Days 2025: Register now!
Join us on the 27 and 28 of May in Gdańsk for an event that connects policy, business, and technology—propelling 
Europe’s space industry into the future. #EU #Event

Link: https://earsc.org/2025/04/14/eu-space-days-2025-register-now/
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CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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