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IMPORTANT NEWS

Overview & Resilience Index for Space 
Cybersecurity (RISC)

This week’s geopolitics news includes Russia testing a Kalinka system designed to disrupt Starlink 
communications. Meanwhile, the Pentagon believes that China is conducting maneuvers in orbit to 
practice capturing satellites. On the market side, the Space Information Sharing and Analysis Center 
(Space ISAC) partnered with NASA on the Space Communication and Navigation (SCaN) program to 
facilitate critical information sharing between the government and the private sector on space 
systems' threats and vulnerabilities. On the regulation front, a significant milestone has been reached 
in space cooperation: Ukraine's participation in 3 key components of the EU Space Programme: 
Copernicus, Space Weather Events, and Near-Earth Objects sub-components. On the threat intel side, 
Saltzman explained that China has been able to advance its space capabilities quickly because it has a 
“Western Pacific mindset,” pooling all its resources and advancing all capabilities in that region. 
On the technical front, Lockheed Martin has delivered the GPS III SV08 satellite to U.S. Space Force in 
Florida, where it will undergo final preparations for the launch expected in the coming months. 
Lastly, Julian Zottl, Chief Technology Officer for Raytheon Cyber Protection Solutions, discusses the 
emerging threats shaping the future of cybersecurity, the role AI plays in modern cyber defense, and 
the innovative technologies keeping critical systems secure. 
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RISC Score evolution in 2025

1

The RISC score for this watch is 1.06, it has 
decreased since last week. This score is due to 
a few negative geopolitical news and threats, 
but it is compensated by many regulations 
worldwide, some news on the market, and 
new technologies.
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Starlink satellites have revolutionized modern warfare. China and Russia are developing ‘Starlink 
Killers’ to disable them
Russia has been testing a system called Kalinka, which is designed to disrupt Starlink communications. Meanwhile, the 
Pentagon believes that China is conducting maneuvers in orbit to practice capturing satellites.
#Starlink #Interferences

Link: https://www.xatakaon.com/space/starlink-satellites-have-revolutionized-modern-warfare-china-and-russia-are-
developing-starlink-killers-to-disable-them
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Space ISAC partners with NASA SCaN on space security information sharing initiative
Space Information Sharing and Analysis Center (Space ISAC) entered into a partnership with the NASA Space 
Communication and Navigation (SCaN) program on Thursday to facilitate critical information sharing between government 
and the private sector on threats and vulnerabilities affecting space systems. #NASA #Partnership

Link: https://www.satellitetoday.com/cybersecurity/2025/04/10/space-isac-partners-with-nasa-scan-on-space-security-
information-sharing-initiative/

MARKET & COMPETITION 

CYBERINFLIGHT NEWS 
PANEL ANNOUNCEMENT – "The Jungle of Space Security Standards & Regulations" 
Florent RIZZO, CEO of CyberInflight, will moderate the panel "The Jungle of Space Security Standards & Regulations" at 
CYSAT 2025 on May 15. #CYSAT2025 #Moderator

Link: https://www.linkedin.com/posts/cysatspace_cysat2025-spacecybersecurity-cyberstandards-activity-
7315278490835058688-FrVK?rcm=ACoAACVjFHoBnJXMQv4pQkVRLVCw1GWctJMWTvU
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Il nuovo satellite GPS III pronto per il Lancio (Trad: The new GPS III satellite ready for launch)
Lockheed Martin has delivered the GPS III SV08 satellite to U.S. Space Force in Florida, where it will undergo final 
preparations for the launch expected in the coming months. #GPSIII #LockheedMartin

Link: https://scenarieconomici.it/il-nuovo-satellite-gps-iii-pronto-per-il-lancio/
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U.S. Space chief warns congress of China's space capabilities in potential Indo–Pacific war
Saltzman explained that China has been able to advance its space capabilities quickly because it has a “Western Pacific 
mindset,” pooling all its resources and advancing all capabilities in that region. #War #China

Link: https://nemosnewsnetwork.com/us-space-chief-warns-congress-of-chinas-space-capabilities-in-potential-indo-
pacific-war/
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EU and Ukraine sign agreement on Ukraine’s participation in components of the EU Space 
Program
A significant milestone has been reached in space cooperation: Ukraine's participation in 3 key components of the EU 
Space Programme: Copernicus, Space Weather Events and Near-Earth Objects sub-components. #SpaceProgram #EU 

Link: https://defence-industry-space.ec.europa.eu/eu-and-ukraine-sign-agreement-ukraines-participation-components-
eu-space-programme-2025-04-09_en

REGULATION
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Cyber to space: Raytheon’s vision for total global security
Julian Zottl, Chief Technology Officer for Raytheon Cyber Protection Solutions, discusses the emerging threats shaping the 
future of cybersecurity, the role AI plays in modern cyber defense, and the innovative technologies keeping critical systems 
secure. #Raytheon #Podcast

Link: https://www.tomorrowsworldtoday.com/podcast_episodes/cyber-to-space-raytheons-vision-for-total-global-
security/
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CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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