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RISC Score evolution in 2025

25

The RISC score for this watch is 1.78, the same -
as last week. This score is due to a few s

» negative geopolitical news, but it s
compensated by many regulations worldwide, *°
some news on the market, and few threats.

This week's geopolitics news includes the sweeping tariff environment imposed by President Donald
Trump, creating conditions that incentivize adversaries to launch cyberattacks in response to economic
pressures, as said by Tenable Co-CEO Steve Vintz. On the market side, Frontgrade Gaisler, a leading
provider of radiation-hardened microprocessors for space missions, and wolfSSL, a renowned provider
of embedded security solutions, are pleased to announce a new collaboration that addresses the
growing need for robust cybersecurity features in space applications. On the regulation front, the
Ministry of Defense of Ukraine announced the development of the space management policy. It
should unite public and private companies and space scientists to interact with the Ukrainian army. On
the threat intel side, Russia has been increasingly successful at blocking Ukraine's use of SpaceX's
Starlink communications constellation, citing media reports in December 2024 about a new system
specifically targeting Starlink called Kalinka, developed by the Russian Center for Unmanned Systems
and Technologies. On the technical front, the European Space Agency’'s (ESA) Threat Risk Assessment
on LEO Satellite Constellation (TRALEO) project is designed to gain insights into the end-to-end cyber
resilience and security of low Earth orbit (LEO) SmallSats. Lastly, the 3rd Australian Space Cyber Forum
is set for Monday, 23 & Tuesday, 24t June 2025, at the Adelaide Convention Centre.
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CYBERINFLIGHT NEWS

Cyberinflight founder and CEO Florent Rizzo was interviewed about game-changing predictions
for cybersecurity in 2025

Via Satellite spoke with cybersecurity and space experts to predict what's to come in 2025, including the impact of rapid C;"_‘dw-
advancements in Artificial Intelligence (Al) and quantum technologies. #SpaceCyber #Interview
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Link: https://interactive.satellitetoday.com/via/april-may-2025/game-changing-predictions-for-cybersecurity-in-2025

GEOPOLITICS

Tariffs create more volatile environment for cyberattacks, industry executive warns

The sweeping tariff environment imposed by President Donald Trump is creating conditions that incentivize adversaries to
launch cyberattacks in response to economic pressures, Tenable Co-CEO Steve Vintz said in an interview.

#Tariffs #Cyberattacks

Link: https://www.nextgov.com/cybersecurity/2025/04/tariffs-create-more-volatile-environment-cyberattacks-industry-
executive-warns/404267/

il

MARKET & COMPETITION

Frontgrade Gaisler and wolfSSL collaborate to enhance cybersecurity in space applications
Frontgrade Gaisler, a leading provider of radiation-hardened microprocessors for space missions, and wolfSSL, a renowned
provider of embedded security solutions, are pleased to announce a new collaboration that addresses the growing need
for robust cybersecurity features in space applications. This joint effort will combine Frontgrade Gaisler's radiation-
hardened electronics with wolfSSL’s security software libraries. #Collaboration #wolfSSL

=

Link: https://aijourn.com/frontgrade-gaisler-and-wolfssl-collaborate-to-enhance-cybersecurity-in-space-applications/
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MARKET & COMPETITION
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TECHNOLOGY

il

Advancing the cyber resilience of SmallSat missions through TRALEO

The European Space Agency’s (ESA) Threat Risk Assessment on LEO Satellite Constellation (TRALEO) project is designed to -|
gain insights into the end-to-end cyber resilience and security of low Earth orbit (LEO) SmallSats. #ESA #TRALEO

Link: https://www.stariongroup.eu/advancing-the-cyber-resilience-of-smallsat-missions-through-traleo/

REGULATION

1

MiHo60poHM cTBOPUAO ynpaBaiHHA KocmiuHoi nonituku (Trad:The Ministry of Defense has created a
space policy management)

The Ministry of Defense of Ukraine announced the development of the space management policy. It should unite public
and private companies and space scientists to interact with the Ukrainian army. #SpaceLaw #Defence

Link: https://suspilne.media/982453-minoboroni-stvorilo-upravlinna-kosmicnoi-politiki/
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THREAT INTELLIGENCE

Counterspace capabilities advancing around the globe: secure world foundation

The report finds that Russia has been increasingly successful at blocking Ukraine's use of SpaceX's Starlink
communications constellation, citing media reports in December 2024 about a new system specifically targeting Starlink E
called Kalinka and developed by the Russian Center for Unmanned Systems and Technologies.

#Russia #Signalsinterference

Link: https://breakingdefense.com/2025/04/counterspace-capabilities-advancing-around-the-globe-secure-world-

foundation/

TRAINING & EDUCATION

The 3rd Australian space cyber forum

The 3rd Australian Space Cyber Forum is set for Monday 23rd & Tuesday 24th June 2025 at the Adelaide Convention
Centre. Stakeholders will be offered a prime opportunity to connect and engage with top national and international
experts in Space Cybersecurity. #Forum #ASCF

" Link: https://www.linkedin.com/posts/spacecyber-inc_are-you-involved-in-the-space-cyber-or-activity-
C. 7313093575397842944-FG7r?rcm=ACoAACVjFHoBnJXMQv4pQkVRLVCwW1GWctIMWTvU
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TRAINING & EDUCATION

-

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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