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RISC Score evolution in 2025

The RISC score for this watch is 1.89, a little

2
increase from last week. This score is due to
some positive geopolitical strategies and
advancements, a high amount of news on the s

market, and few threats. 0

This week's geopolitics include Defense Secretary Pete Hegseth's order for US Cyber Command to
cease all planning against Russia, including offensive digital actions. On the market side, the European
Space Agency (ESA) has signed a contract with a consortium of European companies to conduct a
definition study and associated critical technology predevelopment to drive the development of
optical positioning, navigation, and timing (PNT) technology. On the threat intel side, Polish officials
have confirmed that the country’s cybersecurity services had detected an unauthorized breach of the
Polish Space Agency’'s (POLSA) IT infrastructure. The cyberattack on POLSA prompted immediate
action to protect sensitive systems and launch an investigation to identify the perpetrators behind the
incident. Moreover, on the technical front, according to researchers, a hybrid quantum-classical
computing framework enhances space mission operations by integrating quantum sensors,
processors, and communication networks with conventional spacecraft systems. Lastly, in alignment
with the SATELLITE Conference & Exhibition, GovMilSpace’s program is out! The event will bring
together government and military agencies, the intelligence community, and satellite and space
industry partners to explore how the private sector can enhance critical missions for the US and its
global allies.

Cyberlnfl


https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/

Space Cybersecurity Watch by CyberInflight

www.cyberinflight.com

Week 9 | February 25 — March 3, 2025
Page 2/4

GEOPOLITICS

Hegseth orders cyber command to stand down on Russia planning

Defense Secretary Pete Hegseth last week ordered US Cyber Command to stand down from all planning against Russia, E
including offensive digital actions, according to three people familiar with the matter. #CyberCommand #Russia

Link: https://therecord.media/hegseth-orders-cyber-command-stand-down-russia-planning

=]

MARKET & COMPETITION

ESA to develop optical PNT technology

The European Space Agency (ESA) has signed a contract with a consortium of European companies to conduct a definition
study (Phase A/B1) and associated critical technology predevelopment to drive the development of optical positioning,
navigation and timing (PNT) technology. #PNT #ESA

https://www.gpsworld.com/esa-to-develop-optical-pnt-technology/
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MARKET & COMPETITION

TECHNOLOGY

Hybrid quantum approach could help astronauts on deep space missions

A hybrid quantum-classical computing framework to enhance space mission operations by integrating quantum sensors,
processors, and communication networks with conventional spacecraft systems, according to researchers.

#Quantum #Space
Link: https://thequantuminsider.com/2025/02/27/hybrid-quantum-approach-could-help-astronauts-on-deep-space-
missions/
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THREAT INTELLIGENCE

Poland investigates the cyberattack on POLSA

The Polish officials has confirmed that the country’s cybersecurity services had detected an unauthorized breach of the
Polish Space Agency's (POLSA) IT infrastructure. The cyberattack on POLSA prompted immediate action to protect sensitive
systems and launch an investigation to identify the perpetrators behind the incident. #POLSA #Breach

Link: https://osintcorp.net/poland-investigates-the-cyberattack-on-polsa/

TRAINING & EDUCATION

A new era of collaboration between government and industry leaders

Demystify the future of space technology. In alignment with the SATELLITE Conference & Exhibition, GovMilSpace brings
together government and military agencies, the intelligence community, and satellite and space industry partners to =
explore how private industry can enhance critical missions for the US and its global allies. #GovMilSpace #Conference

Link: https://www.satshow.com/govmilspace/

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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