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Overview & Resilience Index for Space 
Cybersecurity (RISC)

On the geopolitical front, the Pentagon’s annual report titled “Military and Security Developments 
Involving the People’s Republic of China,” released on December 18, highlights the rapid pace of 
China’s military modernization, with an increasing focus on space and artificial intelligence 
technologies. From a technological perspective, the U.S. Space Force is preparing to deploy its first 
batch of a new ground-based satellite communications jammer in the coming months. This jammer is 
designed to disrupt signals from enemy spacecraft. On the market side, the European Commission has 
signed a concession contract for the Infrastructure for Resilience, Interconnectivity, and Security by 
Satellite (IRIS²). This initiative involves a multi-orbital constellation of 290 satellites and is being 
developed in partnership with the SpaceRISE consortium. This collaboration represents a significant 
step toward securing Europe’s sovereignty and enhancing connectivity. In terms of threat intelligence, 
Russia has reportedly created an advanced system intended to detect and disrupt signals from 
SpaceX’s Starlink satellites, which have been crucial to Ukraine's military strategy. Named Kalinka, this 
system has been described as a 'Starlink killer' and could greatly affect Ukraine's dependence on 
Starlink technology. Lastly, a new paper was published discussing the vulnerability of wireless 
communication infrastructure, which is essential for modern digital society yet still at risk from wireless 
jamming. 
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RISC Score Evolution in 
2024

1

The RISC score for this watch is 1.56, marking 
an increase from the previous score and 
allowing it to finish the year on a high note. 
This improvement is largely attributed to a 
favorable technological climate and positive 
geopolitical and market news.
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Pentagon report highlights China’s space advancements and AI-driven ‘precision warfare’
The Pentagon’s annual “Military and Security Developments Involving the People’s Republic of China” report, released Dec. 
18, underscores the accelerating pace of China’s military modernization, with increasing focus on space and artificial 
intelligence technologies. #China #Warfare

Link: https://spacenews.com/pentagon-report-highlights-chinas-space-advancements-and-ai-driven-precision-warfare/ 

New US Space Force jammers aim to disrupt China’s SATCOM signals
The U.S. Space Force is on track to field its first batch of a new ground-based satellite communications jammer in the 
coming months — designed to disrupt signals from enemy spacecraft. #Jamming #USSF

Link: https://www.defensenews.com/space/2024/12/19/new-us-space-force-jammers-aim-to-disrupt-chinas-satcom-
signals/ 
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Commission takes next step to deploy the IRIS² secure satellite system
The Commission has signed the concession contract for the Infrastructure for Resilience, Interconnectivity and Security by 
Satellite (IRIS²), a multi-orbital constellation of 290 satellite, with the SpaceRISE consortium. This partnership will develop, 
deploy, and operate the European Union's new system. It is a significant step towards Europe's sovereignty and secure 
connectivity. #Iris2 #EU

Link: https://defence-industry-space.ec.europa.eu/commission-takes-next-step-deploy-iris2-secure-satellite-system-
2024-12-16_en 
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Spatial-Domain Wireless Jamming with Reconfigurable Intelligent Surfaces
Wireless communication infrastructure is a cornerstone of modern digital society, yet it remains vulnerable to the 
persistent threat of wireless jamming. Attackers can easily create radio interference to overshadow legitimate signals, 
leading to denial of service. The broadcast nature of radio signal propagation makes such attacks possible in the first 
place, but at the same time poses a challenge for the attacker: The jamming signal does not only reach the victim device 
but also other neighboring devices, preventing precise attack targeting. #Paper #Jammming 

Link: https://arxiv.org/abs/2402.13773 
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THREAT INTELLIGENCE
Russia Develops 'Starlink Killer' Kalinka To Counter Elon Musk's Satellite Network In Ukraine: 
Report
Russia has reportedly developed an advanced system designed to detect and disrupt signals from Elon Musk-owned 
SpaceX’s Starlink satellites, which have played a key role in Ukraine's war strategy. The system, named Kalinka, is being 
hailed as a 'Starlink killer' and could significantly impact Ukraine's reliance on Starlink technology. #Starlink #Russia

Link: https://in.mashable.com/science/86786/russia-develops-starlink-killer-kalinka-to-counter-elon-musks-satellite-
network-in-ukraine-report 

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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