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This week, Cyberinflight's team attended the Cybersecurity Convention (CBC) in Toulouse, a must-
attend event for cybersecurity players. The day was rich in exchanges, inspiring encounters, and
captivating conferences on our field's current and future challenges. On the geopolitical side, Andrius
Kubilius formally started his tenure as the European Commissioner for Defence and Space on Dec. 1
for a five-year term. The new EU commissioner responsible for space says he will focus on improving
European competitiveness and security in space, including passing a long-delayed space law. On the
threat intel side, after months of silence, the ransomware group Medusa Locker returned with a
significant claim. The group is selling over, for $800k, 3TB of sensitive data, including emails, customer
info, and audits, allegedly from a leading cable and satellite company with $700m in revenue in
Estonia. On the market front, the US Space Force awarded Raytheon a $196.7m contract extension for
the Global Positioning System Next Generation Operational Control System (OCX), a critical upgrade
to the GPS infrastructure years behind schedule. The contract, announced Nov. 27 by Space Systems
Command, targets the next software upgrade to be delivered by November 2025. This latest award
brings Raytheon’s total OCX contract value to nearly $4.5bn since the program’s inception in 2010. On
the regulatory front, ENISA published a NIS investment report to provide policy makers with evidence
to assess the effectiveness of the existing EU cybersecurity framework specifically through data on
how the NIS Directive has influenced cybersecurity investments and overall maturity of organizations
Cm scope. Lastly, the COMET CYB (by CNES) is organizing an event on 19/12 in Toulouse (at La cité,
ewer-¥lONtaudran). Register now!
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A look back at the CBC - Cybersecurity Business Convention in Toulouse! :
Cyberlnflight's team had the chance to attend CBC last week, a must-attend event for cybersecurity players. It was a day Ec,
rich in exchanges, inspiring encounters, and captivating conferences on our field's current and future challenges.

#CBC #Toulouse

Link: https://www.linkedin.com/posts/cyberinflight retour-en-image-sur-le-cbc-cybersecurity-activity-
7268273106329243648-GeOP?utm source=share&utm medium=member_desktop

GEOPOLITICS

New EU space commissioner outlines priorities

Andrius Kubilius formally started his tenure as the European Commissioner for Defence and Space on Dec. 1 after
members of the European Parliament confirmed him among a slate of 26 commissioners Nov. 27 for five-year terms. The
new European Union commissioner responsible for space says he will focus on improving European competitiveness and
security in space, including passage of a long-delayed space law. #Europe #SpaceStrategy

Link: https://spacenews.com/new-eu-space-commissioner-outlines-priorities/

THREAT INTELLIGENCE

il

Ransomware group Medusa Locker allegedly hits a leading cable & satellite company with $700m
revenue in Estonia

After months of silence, ransomware group Medusa Locker returns with a major claim. The group is selling over 3TB of
sensitive data, including emails, customer info, and audits, allegedly from a leading cable & satellite company with $700m
revenue in Estonia. Price: $800k. #Medusalocker #Estonia

Link: https://x.com/ido cohen2/status/1861524677287715040
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REGULATION

NIS investments 2024

This report aims at providing policy makers with evidence to assess the effectiveness of the existing EU cybersecurity
framework specifically through data on how the NIS Directive has influenced cybersecurity investments and overall
maturity of organisations in scope. As 2024 is the year of the transposition of NIS 2, this report also intends to capture a
pre-implementation snapshot of the relevant metrics for new sectors and entities in scope of NIS 2 to help future
assessments of the impact of NIS 2. #ENISA #NIS

Link: https://www.enisa.europa.eu/publications/nis-investments-2024
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Space Force awards Raytheon $196.7m for additional work on GPS ground control system

The US Space Force awarded Raytheon a $196.7m contract extension for the Global Positioning System Next Generation
Operational Control System (OCX), a critical upgrade to the GPS infrastructure that is years behind schedule. The contract,
announced Nov. 27 by Space Systems Command, targets the next software upgrade to be delivered by November 2025.
This latest award brings Raytheon’s total OCX contract value to nearly $4.5bn since the program'’s inception in 2010.
#USSF #Raytheon

https://spacenews.com/space-force-awards-raytheon-196-7-million-for-additional-work-on-gps-ground-control-

system/
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Evénement Cyber et Spatial : « Innovation en cybersécurité spatiale : Etat de l'art et perspectives »
(Trad: Space cyber event : “Innovation in space cybersecurity: state of the art and perspectives”) l]
The COMET CYB (by CNES) is organizing an event on 19/12 in Toulouse (at La cité, Montaudran). This COMET CYB event

will be an opportunity to take stock of current R&T or research projects at the crossroads of cybersecurity and space, and

to explore prospects in this field. #COMETCYB #CNES

Link: https://www.linkedin.com/posts/yohann-bauzil event-cyber-et-spatial-innovation-en-activity-
7269084250157584384-mR5p?utm source=share&utm medium=member desktop

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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