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Monthly Highlights

Nations around the world have a significant dependence on
space systems, and that dependence is only growing. It is a
modern battlefield that provides an opportunity for
geopolitical adversaries to attack.

In June, the International Telecommunications Union
(ITU) reviewed several complaints from Ukraine and
European countries about Russian satellite interferences. The
UK also complains about Russian GPS jamming on UK
military flights. Additionally, the International Civil
Aviation Organization (ICAO) condemns North Korean
missile tests and GPS jamming of aircraft at Incheon Airport.
According to what we observed during the month, Russia is
trying to disrupt NATO’s communications systems, access
military data, and test the readiness of its geopolitical
adversaries.

Recognizing this modern space warfare, some countries
have taken initiatives this month to improve space
cybersecurity. North Korea has established a satellite
cybersecurity body to enhance satellite cybersecurity and
protect satellites from design to operation. The Space ISAC
and the Australian Cyber Collaboration Centre have
signed a Memorandum of Understanding to share
information and use advanced tools, capabilities, and
expertise from both organizations to address critical
challenges and drive growth in the space cyber sector.
Additionally, the US Space Force Commercial Space Strategy
was developed to reinforce US national security and the
country’'s competitive advantage in space. US Space
Command is also actively rehearsing a response to
potential attacks on its space assets.

This month, Spacecom observes that Russia, China, North
Korea, and Iran may be forming an "axis" as they
increasingly cooperate in space, which sounds a bit like
Operation Olympic Defender. In June, the event "Les Assises
du NewSpace" was held, highlighting the complex reality of
the space sector, which requires constant updating and
improvement of technology to maintain France's position
in space. Reflecting on our observations during the month,
the global market for military GNSS anti-jamming and
anti-spoofing solutions has expanded. Also, this month,
we can see entities such as Safran Federal, SandboxAQ, and
Air Force Research Laboratory developing cutting-edge.

technologies to improve navigation accuracy and
reliability even in GPS-denied or compromised
environments.

In this Monthly watch, Cyberinflight enlightens you on the
latest news about Luch 2.

Main Weekly Observations

W23: June 4 — 10, 2024
W24: June 11 - 17, 2024

W25: June 18 — 24, 2024
W26: June 25 —July 1, 2024

W23: In South Korea, a satellite cybersecurity body has
been established by National Intelligence Service (NIS) to
strengthen satellite cybersecurity and to protect satellites
during their entire lifespan, from design to operation. The
NIS will collaborate with Korean entities and other
organizations to protect Korean space assets from cyber
threats.

W24: The US Space Force intends to fly more GPS satellites
to complement the 31 GPS satellites now in orbit to protect
the GPS system from signal jamming. The House
Appropriations Defense Subcommittee questions the
effectiveness of this strategy for GPS resilience, saying the
plan focuses only on satellites without considering the
resilience of other space assets.
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W25: AQNav was released by SandboxAQ, a technology
designed for navigation when GPS systems are jammed or
unavailable. The combination of Al algorithms, powerful
quantum sensors, and Earth's crustal magnetic field in
AQNav makes it resistant to interference.

W26: The US Space Command is gearing up for a possible
Russian satellite attack in light of the "co-planar" spacecraft
that Russia has positioned to monitor US satellites.
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In May, the RISC Score was 58%.
There was a decrease of 1,25
percentage points in June.

A Cyherinflight
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Cyberinflight is an independent company at the heart of the Space
Cybersecurity ecosystem. Discover our unique products !

Get our latest SPACE
: CYB
Space Cybersecurity | ERSECURITY
Report - 2024

The only Research Report entirely
dedicated to the sector

SPACE
CYBERSECURITY
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assessment of the space industry
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Stay updated every week
with the dedicated watch
on Space Cybersecurity!

Get access to the
full version now !

The watch can be customized to your needs.
Order your customized watch.

To register or for more information, reach out to research@cyberinflight.com
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