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This week's RISC score is 69%. This week, the Cyberinflight team attended the CYSAT 2024 event.
During this event, our CEO hosted a session about the 2023 highlights of the space security market,
and monitored a Panel about “Collective Intelligence and Space ISAC: A Platform for Resilience and
Sovereignty. In addition, South Korea and the United States have conducted joint space exercises
against North's GPS jamming threats and other space-based threats. On the market front, DISC has
formed more strategic partnerships enabling eClypse to be tested in space. With interest increasing
overseas, DISC is now planning its expansion to Europe. Additionally, the EU Space ISAC, a
collaborative initiative for EU space sector companies to foster exchanges, raise awareness and share
best practices to strengthen their security, holds its inaugural Board Meeting. On the regulatory front,
UK's independent Regulatory Horizons Council (RHC) unveils new recommendations for future
regulation of space technologies. The Council has published a report on the future regulation of space
technologies, including 40 recommendations for the Government to consider. On the Technology
front, operational data company Shift5 developed a new tool for detection and mapping GPS
spoofing. Described as a first of its kind, the platform applies to both commercial and military systems
than span atr, ground, rail, maritime and space. Finally, SpaceX has allegedly met with a cybersecurity
C incident, involving a data breach with Hunters International, a notorious hacking group that
reportedly posted samples of SpaceX data breach. 4
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Cyberinflight attending CYSAT

From April 24t to 25%, CyberInflight was present at the CYSAT event, dedicated to cybersecurity for the space industry.

Florent Rizzo hosted a session about the 2023 highlights of the space security market, and spoke during a Panel about C
“Collective Intelligence and Space ISAC: A Platform for Resilience and Sovereignty”. #CYSAT #SpaceCybersecurity o
Link: https://www.linkedin.com/feed/update/urn:li:activity:7188807446801391616

GEOPOLITIC

South Korea, US conduct space training against North’s GPS jamming threats

South Korea and the United States have conducted joint space exercises to fend off North Korea's global positioning
system (GPS) jamming attacks and other space-based threats, the Air Force said on April 24th. The Air Force's Space ”.‘%‘
Operation Squadron and the U.S. Space Forces Korea formed an integrated team to conduct the training as part of the N
Korea Flying Training (KFT), an annual large-scale air power drill. #US #SouthKorea

Link: https://koreajoongangdaily.joins.com/news/2024-04-24/national/defense/South-Korea-US-conduct-space-training-
against-Norths-GPS-jamming-threats/2032687
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Canada’s DISC eClypse achieves TRL 6 milestone for onboard satellite Intrusion Detection System

ready now for in-orbit testing partners

After years of development and testing on multiple flat sats in their Space Lab, DISC is excited to form more strategic
partnerships enabling eClypse to be tested in space. With interest increasing overseas, DISC is now planning its expansion

to Europe. #DISC #eClypse

Link: https://news.satnews.com/2024/04/25/canadas-disc-eclypse-achieves-trl-6-milestone-for-onboard-satellite-
intrusion-detection-system-ready-now-for-in-orbit-testing-partners/
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EU Space Information Sharing Analysis Center holds inaugural Board Meeting

Stemming from the EU Space Strategy for Security and Defence and facilitated by the European Commission and the EU
Agency for the Space Program (EUSPA), the EU Space ISAC is a collaborative initiative for EU space sector companies to
foster exchanges, raise awareness and share best practices to strengthen their security. This cooperation, within the private
ecosystem but also with public entities, aims at improving the overall resilience of the EU space sector and thus better
prevent, tackle and mitigate security-related challenges, including cybersecurity. #EUSpacelSAC #EUSPA

Link: https://www.satelliteevolution.com/post/eu-space-information-sharing-and-analysis-centre-isac-holds-inaugural-

board-meeting
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UK's independent Regulatory Horizons Council unveils new recommendations for future

regulation of space technologies

The United Kingdom's Regulatory Horizon Council (RHC) — an independent committee, sponsored by the Department for %
Science, Innovation and Technology — has published a report on the future regulation of space technologies. The report

includes 40 recommendations for the Government to consider. #UK #RHC

Link: https://news.sathnews.com/2024/04/25/uks-independent-regulatory-horizons-council-unveils-new-
recommendations-for-future-regulation-of-space-technologies/

TECHNOLOGY

Shift5 unveils tech for GPS spoofing detection and mapping

Onboard operational data company Shift5 has developed a new tool for detection and mapping GPS spoofing, the firm E
announced on April 25t Described by Shift5 as a first of its kind, the platform-agnostic solution- dubbed the GPS Integrity

Module — applies to both commercial and military systems than span air, ground, rail, maritime and space.

#Shift5 #GPSspoofing

Link: https://defensescoop.com/2024/04/25/shift5-gps-integrity-module-spoofing-detection-mapping/
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SpaceX data breach back from the dead: Hunters International posts alleged stolen information

SpaceX, the aerospace manufacturer and space transport services company founded by Elon Musk, has allegedly met with E
a cybersecurity incident, involving a data breach with Hunters International, a notorious hacking group that reportedly
posted samples of SpaceX data breach. #SpaceX #DataBreach

Link: https://www.middleeastmonitor.com/20240425-israel-spoofs-gps-signals-amid-gaza-onslaught/

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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