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Overview & RISC Score

This week's RISC score is 61%. This week, an article about North Korea announcing its intention to 
boost its space development efforts was published. North Korea planned to launch several spy 
satellites this year, building on the momentum of its first spy satellite. On the market front, ESA has 
secured €900 million in funding for the European Commission's IRIS2 proposed mega-constellation 
(Infrastructure for Resilience, Interconnectivity and Security by Satellite) as the technical manager of 
the multi-orbit project. On the regulatory side, a report advises the creation of a new military service 
for the U.S. Army, the U.S. Cyber Force, to reinforce the US CYBERCOM. Like the U.S. Space Force, it 
would initially come under the Department of the Army as a new independent armed service. In 
addition, the CYSAT 2024 conference will take place in Paris on April 24th and 25th. CYSAT is Europe's 
largest annual gathering on cybersecurity issues in space for civil and commercial missions, including 
New Space. On the Technology front, CMC Electronics and Hexagon's autonomy and positioning 
division is developing technology that will mitigate global navigation satellite system (GNSS) jamming 
and spoofing using a multi-constellation, multi-frequency GNSS platform. Finally, more than 1,600 
planes were hit by mysterious GPS jamming across Europe. Most of them appeared to be taking place 
in Polish airspace. Russia is suspected to be responsible. 
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RISC Score Evolution

REGULATION

Increase from last week 
(from 58% to 61%)

This W13 follows this 
year’s tendency to 
increase the RISC score 
compared to last year. A 
continuous increase is 
indeed taking place since 
W7, even if  W8 and W12 
showed slight decreases. 
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North Korea pledges to expand its spy satellite program in 2024
North Korea announced Monday its intention to boost its space development efforts by launching several spy satellites 
this year, building on the momentum of its first spy satellite, Malligyong-1, successfully launched into orbit in November 
last year. #NorthKorea #SpySatellite
Link: https://breakingthenews.net/Article/N.-Korea-pledges-to-expand-its-spy-satellite-program-in-2024/61775969
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MARKET & COMPETITION 

ESA secures IRIS2 investment
The European Space Agency (ESA) has secured €900 million in funding for the European Commission’s (EC) IRIS2 proposed 
mega-constellation (Infrastructure for Resilience, Interconnectivity and Security by Satellite). ESA is the multi-orbit project’s 
technical manager. #ESA #IRIS2

Link: https://advanced-television.com/2024/03/28/esa-secures-iris2-investment/
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New Report Advises the Creation of New Military Service for Cyber
More than four years after the establishment of a sixth military service, U.S. Space Force, in December 2019, a new report 
advises the creation of a seventh service, the U.S. Cyber Force, which would initially come under the Department of the 
Army. #USSF #USCyberForce
Link: https://www.satellitetoday.com/government-military/2024/03/26/new-report-advises-the-creation-of-new-military-
service-for-cyber/

REGULATION

TECHNOLOGY

CMC, Hexagon Partner on GNSS Jamming, Spoofing solution 
CMC Electronics and Hexagon's autonomy and positioning division are developing technology that will mitigate global 
navigation satellite system (GNSS) jamming and spoofing using a multi-constellation, multi-frequency GNSS platform. 
Multi-constellation systems can receive position, navigation, and timing signals from more than one satellite navigation 
network, such as the U.S. GPS, Europe’s Galileo, Russia’s Glonass, and others. #CMC #Hexagon
Link: file:///C:/Users/Admin/Zotero/storage/9XKK964I/cmc-hexagon-partner-gnss-jamming-spoofing-solution.html
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TRAINING & EDUCATION

CYSAT 2024 conference: the challenges of space cybersecurity
CYSAT is Europe's largest annual gathering on cybersecurity issues in space, for civil and commercial missions, including 
New Space. Mathieu Bailly, vice-president of CYSEC and director of CYSAT, presents the event, which will be held in Paris 
on April 24 and 25. #CYSAT #Conference
Link: https://air-cosmos.com/article/conference-cysat-2024-les-enjeux-de-la-cybersecurite-spatiale-68657
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THREAT INTELLIGENCE

More than 1,600 planes are hit by mysterious GPS jamming across Europe - with Russia feared to 
be responsible
Planes flying over and around the Baltic Sea in northern Europe have been suffering technical problems caused by 
jamming since Sunday, with 1614 planes, mostly civilian, reporting problems since then. While most of them appear to be 
taking place in Polish airspace, OSINT blogs have reported that planes flying in German, Danish, Swedish, Latvian and 
Lithuanian airspace have suffered interference problems. #Jamming #Planes
Link: https://www.dailymail.co.uk/news/article-13241019/More-1-600-planes-hit-mysterious-GPS-jamming-Europe-
Russia-feared-responsible.html

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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