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This week's RISC score is 59%. This week, an article was published about the US Space Force focusing
on defensive cyber operations. In fact, earlier this year, 12 Guardians from the Peterson SFB moved
away from base IT support to focus on defensive cyber operations. In addition, Australia's Cyber and
Infrastructure Security Centre (CISC) released updated guidance to strengthen cybersecurity measures
for Systems of National Significance (SoNS). On the market front, Science Applications International
Corp. (SAIC) reported winning a $444 million contract to modernize launch instrumentation and
information systems at U.S. Space Force launch sites in Florida and California. In addition, the EU
conducted the Space Threat Response Architecture (STRA-X-24) exercise at the European External
Action Service headquarters in Brussels from March 4-13. This week, Russia is also believed to have
jammed the satellite signal of an RAF aircraft carrying British Defense Secretary Grant Shapps. Defense
sources called it a "wildly irresponsible” act of electronic warfare. Finally, Fleet Space Technologies, a
leading Australian space company, announced the successful demonstration of satellite-based push-
to-talk (PTT) capabilities for the Australian Defence Force - Joint Capabilities Group as part of their
ASCEND2LEO program. This achievement represents a significant leap forward in tactical
C-..-"communications capabilities.
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GEOPOLITIC

Guardians Of The Digital Frontier : USSF Focusing On Defensive Cyber Operations

Earlier this year, 12 Guardians from Peterson SFB shifted away from base IT support to focus on defensive cyber
operations. All 12 Guardians were reassigned from working with the Defense Red Switch Network. “This was driven by the
Chief of Space Operations’ vision to get all Cyber Guardians and operations into defensive cyber operations roles, instead
of the base operations support IT role,” said U.S. Space Force Master Sgt. Matthew Crafton, 21st Communications
Squadron test control flight chief. #SpaceForce #CyberWarfare

Link: https://www.petersonschriever.spaceforce.mil/Newsroom/News/Display/Article/3705037/guardians-of-the-digital-
frontier-ussf-focusing-on-defensive-cyber-operations/

REGULATION

Australia’s CISC Releases Updated Cybersecurity Guidance For Systems of National Significance
Australia’s Cyber and Infrastructure Security Centre (CISC) released on Monday updated guidance materials aimed at
bolstering cyber security measures for Systems of National Significance (SoNS), which represent the country’s most critical
infrastructure assets. The comprehensive guidance includes specific instructions for SONS on fulfilling the Incident
Response Planning obligation and detailed guidelines for meeting the Cyber Security Exercise obligation.

#Australia #Criticallnfrastructure

Link: https://industrialcyber.co/threats-attacks/australias-cisc-releases-updated-cybersecurity-guidance-for-systems-of-
national-significance/
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Data Systems At Space Force Sites To Get $444M Modernization Under SAIC Contract

Science Applications International Corp. (SAIC) reports landing a contract worth $444 million to modernize the launch
instrumentation and information systems at U.S. Space Force launch sites in Florida and California. Under the terms of the
contested Digital Transformation, Acquisition, Modernization and Modification (DTAMM) contract from the U.S. Space
Force’'s Space Systems Command, SAIC is tasked with modernizing old-style space launch range instrumentation and
processes to support an accelerated cadence of space missions. #USSF #SAIC

Link: https://militaryembedded.com/cyber/cybersecurity/data-systems-at-space-force-sites-to-get-444-million-
modernization-under-saic-contract
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Space : EU Carries Out Space Threat Response Architecture 2024 Exercise (STRA-X-24)

From 4 to 13 March, the EU carried out the Space Threat Response Architecture (STRA-X-24) exercise in the European
External Action Service Headquarters in Brussels. The exercise tested the EU’s response capacity to a situation in which EU
space assets are subject of an attack targeting space services which are essential for governments, businesses, and citizens.
#EU #Exercise

Link: https://www.eeas.europa.eu/eeas/space-eu-carries-out-space-threat-response-architecture-2024-exercise-stra-x-
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THREAT INTELLIGENCE

Russia Suspected of Jamming GPS Signal On Aircraft Carrying Grant Shapps

Russia is believed to have jammed the satellite signal on an RAF aircraft carrying Grant Shapps, UK Secretaty of State for
Defence, according to government sources. Shapps was travelling from Poland to the UK when jamming interferences
happened. It is understood that the GPS signal was interfered with for about 30 minutes while the plane flew close to
Russia’s Baltic exclave of Kaliningrad. Mobile phones could no longer connect to the internet and the aircraft was forced to
use alternative methods to determine its location, the source said. Defence sources called it a "wildly irresponsible” act of
electronic warfare. #UK #Jamming

Link: https://www.theguardian.com/politics/2024/mar/14/russia-suspected-of-jamming-gps-signal-on-aircraft-carrying-
grant-shapps
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TECHNOLOGY

Fleet Space’s Centauri Becomes Earth’s Smallest Voice-Capable Satellite After In-Orbit Software
Update

Fleet Space Technologies, a leading Australian space exploration company, announced the successful demonstration of
satellite-enabled Push-to-Talk (PTT) capabilities for the Australian Defence Force - Joint Capabilities Group as part of their
ASCEND2LEO program. This achievement signifies a major leap forward in tactical communications capabilities.
#Australia #PTT

Link: https://fleetspace.com/news/fleet-spaces-centauri-becomes-earths-smallest-voice-capable-satellite-after-in-orbit-

software-update
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Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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