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This week’s RISC Score is 53 This week, a study by the New York Times reveled the intelligence
partnership between Washington and Kyiv where the US helps with tracking Russian troop movements
and supporting spy networks. On the market front, the Pentagon has long pursued augmented GPS
capabilities, including using allied backup systems, but is now looking for a potential partnership with
a promising company to reduce GPS dependence. On the threat intelligence side, pilots flying the over
Norway have been seeing a sharp spike in disturbances of navigation caused by Russian electronic
warfare units located on the Kola Peninsula. Norwegian Communication Authority says it has received
about disturbances to the GPS navigation 44 days in 2024. Moreover, iDirect Government's
Communication Signal Interference Removal (CSIR) technology has been named a Finalist for the 2023
Satellite Technology of the Year Award organized by Via Satellite. CSIR mitigates interference and
meets the specialized needs of military and government SATCOM users by delivering uninterrupted
secure communications on any radio frequency. Last but not least, EU Member States, with the support
of the European Commission and ENISA, the EU Agency for Cybersecurity, published a report on the
cybersecurity and resiliency of Europe’s communications infrastructures and networks.
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GEOPOLITIC

The Spy War : How the C.I.A Secretly Helps Ukraine Fight Putin

Now entering the third year of the war, the intelligence partnership between Washington and Kyiv is a linchpin of
Ukraine's ability to defend itself. The C.LLA. and other American intelligence agencies provide intelligence for targeted
missile strikes, track Russian troop movements and help support spy networks. #CIA #Surveillance

Link: https.//www.nytimes.com/2024/02/25/world/europe/cia-ukraine-intelligence-russia-
war.html?searchResultPosition=1
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MARKET & COMPETITION

The Race to Back Up Vulnerable GPS

While the Pentagon has long pursued augmented GPS capabilities, including using allied backup systems, it is now E
scoping a burgeoning commercial market promising innovative options to reduce GPS dependence.

#SpaceForce #GPSAlternatives

Link: https://spacenews.com/the-race-to-back-up-vulnerable-gps/
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Russian Jamming Is Now Messing up GPS Signals for Norwegian Aviation Practically Every Day
Pilots flying the Finnmark region see a sharp spike in disturbances of navigation caused by Russian electronic warfare units
located on the Kola Peninsula. In the far north, Norwegian Communication Authority says it has received about disturbances
to the GPS navigation 44 days in 2024. That is practically every day. #Russia #Jamming

Link: https://thebarentsobserver.com/en/security/2024/02/russian-jamming-now-messing-gps-signals-norwegian-
aviation-practically-every-day
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TECHNOLOGY

iDirect Government CSIR Technology Named Finalist For Via Satellite’s 2023 Satellite Technology
of The Year Award

iDirect Government’'s Communication Signal Interference Removal (CSIR™) technology has been named a Finalist for the
2023 Satellite Technology of the Year Award organized by Via Satellite. With increasing spectral usage and frequency
overlap, CSIR mitigates interference and meets the specialized needs of military and government SATCOM users by
delivering uninterrupted secure communications on any radio frequency. #Contest #CSIR

Link: https://spacewatchafrica.com/idirect-government-csir-technology-named-finalist-for-via-satellites-2023-satellite-
technology-of-the-year-award/
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TRAINING & EDUCATION

Report on the Cybersecurity and Resiliency of the EU Communications Infrastructures and
Networks

EU Member States, with the support of the European Commission and ENISA, the EU Agency for Cybersecurity, published a
report on the cybersecurity and resiliency of Europe’s communications infrastructures and networks. This marked another
major step in the coordinated work at EU level on the security of telecommunications, and complements the work already
done on 5G cybersecurity. #EU #Report

Link: https://www.captechu.edu/degrees-and-programs/doctoral-degrees/space-cybersecurity-phd

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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