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This week's RISC Score is 52%. This week the European Commission announced the
Nostradamus consortium to build the testing infrastructure for quantum key
distribution (QKD). This new consortium includes Deutsche Telekom, Thales and the AIT
Australian Institute of Technology. Also this week, NATO released its first quantum
strategy. On the threat intel. front, Israel is currently conducting a massive jamming
operation on global navigation satellite systems. It is not the only country to resort to
jamming: Russia is also jamming Poland and the Baltics. Finally, the topic of critical
infrastructure was a common theme in several articles and papers this week.
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GEOPOLITIC

Pentagon rewrites space classification policy to improve info-sharing

The Pentagon updated its classification policy for space programs to reduce the information-sharing restrictions that make E
it hard for the Space Force to collaborate with allies, industry partners and other agencies. #US #InformationSharing

Link: https://www.defensenews.com/battlefield-tech/space/2024/01/17/pentagon-rewrites-space-classification-policy-to-
improve-info-sharing/
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EU Commissions Nostradamus - Prepares Europe for a Quantum World

The European Commission has commissioned a consortium (“Nostradamus”) led by Deutsche Telekom to build the testing
infrastructure for quantum key distribution (QKD). This will enable the evaluation of European manufacturers’ QKD devices.
Partners in the consortium are Thales, global leader in advanced technologies, the AIT Austrian Institute of Technology, as
well as experts from across industry and academia. #EU #Nostradamus

Link: https://www.ait.ac.at/en/news-events/single
view/detail/8145?cHash=342d37{bffe6fcdb4c9da9d90b4d2873%20:%20signal

REGULATION

NATO releases first ever quantum strategy

Ensuring that the Alliance is "quantum-ready" is the aim of NATO's first-ever quantum strategy that was approved by
NATO Foreign Ministers on 28 November. On Wednesday (17 January 2024), NATO releases a summary of the strategy.
#NATO #QuantumStrategy

Link: https://www.nato.int/cps/en/natohg/news 221601.htm?selectedLocale=en
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Core concerns: The need for a governance framework to protect global Internet infrastructure

This paper, while noting that states increasingly acknowledge the need to protect the public core of the internet, argues
that norms and international law are still ill-equipped to regulate damaging cyber operations, given unsettled questions
regarding the sovereignty of states over global Internet infrastructure, and the precise scope of their existing international
obligations towards its protection. #Paper #Criticallnfrastructure

Link: https://onlinelibrary.wiley.com/doi/full/10.1002/poi3.382
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Israel is conducting a massive jamming operation on global satellites

The Jordanian cybersecurity expert, Majdi Al-Qabalin, stated that Israel is currently conducting a massive jamming
operation on global navigation satellite systems (GNSS) with the help of several countries, which affects Jordan.
#Jamming #lsrael

Link: https://www.jordannews.jo/Section-20/Middle-East/Israel-is-conducting-a-massive-jamming-operation-on-global-
satellites-33750
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Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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