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This week's RISC Score is 49%. To mark the new year, NASA has published its “Space Security Best
Practices Guide” to bolster mission cybersecurity efforts for the public sector and private sector
space activities. This plan has been in preparation for several months and provides guidance
specific to missions, programs, and projects not already covered in the existing NPRs (NASA
Procedural Requirements) and Standards. An American report published by the Air Force China
Aerospace Studies Institute on PLA (People's Liberation Army) Counterspace Command and Control
reveals that China's plans for space warfare include cyberattacks and electronic jamming to disrupt
and disable U.S. satellite systems. The Airbus acquisition of the cyber IT division of the Atos group
has been restarted after a setback in 2023. The deal would be worth around 1.8 billion euros. The
Lulz Security Indonesia group, has claimed to have gained access to the WRESAT satellite of
Australia. The WRESAT, which stands for Weapons Research Establishment Satellite, was Australia's
first satellite. Finally, an interesting podcast episode was released this week, on cybersecurity in
outer space.
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GEOPOLITIC

il

China’s space warfare plan advances killer missiles capable of disabling U.S. satellites

China’s plans for space warfare include cyberattacks and electronic jamming to disrupt and disable U.S. satellite systems
and, in the future, small robot satellites to grab or crush U.S. military space sensors, according to a senior U.S. intelligence S
official report. #Warfare #China

Link: https://www.washingtontimes.com/news/2024/jan/4/china-space-warfare-includes-cyberattacks-jamming-/

REGULATION

NASA releases Space Security Best Practices Guide for mission cybersecurity in interconnected

space

The U.S. National Aeronautics and Space Administration (NASA) released the first iteration of its Space Security Best

Practices Guide to bolster mission cybersecurity efforts for the public sector and private sector space activities, as space E
missions and technologies grow increasingly interconnected. #NASA #BestPractice

Link: https://industrialcyber.co/threats-attacks/nasa-releases-space-security-best-practices-guide-for-mission-
cybersecurity-in-interconnected-space/
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MARKET & COMPETITION

il

Cybersecurity, Airbus punta sulle attivita di Atos: sul piatto fino a 1,8 miliardi (Cybersecurity,
Airbus bets on Atos assets: up to 1.8 billion in the pot) -I
Airbus, the European aviation and aerospace giant, aims to buy the cybersecurity unit of the heavily indebted French IT

group Atos. The deal is worth between 1.5 billion and 1.8 billion euros. #Airbus #Atos

Link: https://www.spaceconomy360.it/difesa-cybersecurity/cybersecurity-airbus-punta-sulle-attivita-di-atos-sul-piatto-
fino-a-18-miliardi/

il

TRAINING & EDUCATION

Space Invaders: Navigating Cybersecurity in Outer Space

A podcast episode about cybersecurity in outer space. With increasing satellites orbiting the Earth, space has become a
new frontier for cyber attacks. #Podcast #Satellite

Link: https://www.ivoox.com/space-invaders-navigating-cybersecurity-in-outer-space-audios-mp3 rf 122108054 1.html
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THREAT INTELLIGENCE

Lulz Security Indonesia targets access to the WRESAT satellite

Lulz Security Indonesia, a threat actor, has claimed to have gained access to the WRESAT satellite of Australia. The
WRESAT, which stands for Weapons Research Establishment Satellite, was Australia's first satellite. The post was published
on December 30, 2023, on the Telegram network by Lulz Security Indonesia. The threat actor's claim raises concerns about
potential unauthorized access to the satellite. The post does not provide information about any specific victims,
organizations, websites, or industries affected by this incident. #Attack #WRESAT

Link: https://t.me/lulzsecurityagency/943?single
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