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The RISC Score for this watch is 51%. During this end-of-year period, NASA released its
Cybersecurity Guide for Space Industry. On the market front, CYSEC won the ESA PUSH
contract to accelerate the adoption of cybersecurity in the space industry. This watch
features more threat intel news than average. Among others, the Israeli space agency
was attacked on December 25, 2023 by the KETAPANG GREY HAT TEAM. A summary of
BlackBerry Research & Intelligence Team research on threat actor AeroBlade was also
published. Also during this period, the USSF announced a new component dedicated
to SPACECOM. On the technology front, scientists in Russia and China have established
quantum communication encrypted with the help of secure keys transmitted by China's
quantum satellite. Finally, the ESA Academy has opened registration for its 2024 edition
of the Cybersecurity Training Course, which will take place in April.
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Result of the ESA PUSH contract won by CYSEC to accelerate the adoption of cybersecurity in the
space industry

PUSH enables companies to offer their innovative space-related products and services to other European companies
within the NewSpace ecosystem. ESA Commercialisation Gateway provides funding to facilitate the adoption of these
services to future customers. #PUSH #CYSEC

Link: https://www.linkedin.com/posts/cysecsystems cybersecurity-space-activity-7142801927536332801-
uhhP?utm_source=share&utm medium=member desktop
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REGULATION

NASA launches cybersecurity guide for space industry

NASA has published its first Space Security Best Practices Guide, a 57-page document the agency said would help enhance Ef—
cybersecurity for future space missions. #NASA #Cybersecurityguide =
Link: https.//swehb.nasa.gov/display/SWEHBVD/7.22 +-+Space+Security%3A + Best +Practices + Guide
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Briefing 16: Analyzing Tactics, Techniques and Procedures Used by Cyber Threat Actors to Access
US Space Industry =
This article proposes a resume of BlackBerry Research & Intelligence Team research. The team revealed that they had been
tracking a long-term cyber campaign targeting the U.S. aerospace sector. The threat actor, tracked as AeroBlade,
conducted multiple spearphishing campaigns targeting the same aerospace organization from September 2022 — July
2023.
#USSpacelndustry #Cyberattack
Link: https://www.kratosdefense.com/constellations/articles/analyzing-tactics-techniques-and-procedures-used-by-
cyber-threat-actors-to-access-us-space-industry
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KETAPANG GREY HAT TEAM targets Israel Space Agency website

KETAPANG GREY HAT TEAM, a threat actor, has targeted the website of the Israel Space Agency. The proof of downtime is
provided through a link to a website that shows the reported downtime of the targeted website. The post was published X
on December 25, 2023, on the Telegram network by the KETAPANG GREY HAT TEAM. The category of the attack is a DDoS
attack, and the victims include the Israel Space Agency, with their website space.gov.il/en being targeted.
#lsraelSpaceAgency #DDoS

Link: https://t.me/KetapangGreyHatTeamV2/920
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USSF Creates New Component for SPACECOM

The name—U.S. Space Forces — Space—may seem a little redundant, but the newest Space Force component will have an
outsized role in how the Space Force coordinates with U.S. Space Command. Chief of Space Operations Gen. B. Chance
Saltzman revealed the new command Dec. 12 at a conference in Orlando. #USSF #SPACECOM

Link: https://www.airandspaceforces.com/space-force-new-component-spacecom/
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TRAINING & EDUCATION

Apply now for the 2024 edition of ESA Academy’s Cybersecurity Training Course

ESA Academy is looking for 30 highly motivated Bachelor and Master students to attend the Cybersecurity Training Course
2024. The training course is going to be held from 8 to 12 April 2024 at the ESA Education Training and Learning Facility in
ESEC-Galaxia, Belgium. #EASAcademy #ESEC-Galaxia

Link:

https://www.esa.int/Education/ESA Academy/Apply now for the 2024 edition of ESA Academy s Cybersecurity Training

Course
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China and Russia test ‘hack-proof’ quantum communication link for Brics countries

Scientists in Russia and China have established quantum communication encrypted with the help of secure keys *:
transmitted by China’s quantum satellite, showing that a BRICS quantum communication network may be technically -
feasible. #Quantum #Encryption

Link: https://www.scmp.com/news/china/science/article/3246752/china-and-russia-test-hack-proof-quantum-
communication-link-brics-countries?module=inline&pgtype=article

Cyberinflight is a Market Intelligence company dedlicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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