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This week's RISC Score is 43%. This week, a majority of news related to threat intelligence were 
reported. Most of these concern spoofing and jamming, as well as electronic warfare. Two news 
caught more attention, one concerning ESA, which is going to expand its security measures, and a 
cyberattack on NASA. With the end of the year approaching, the Senate and House Armed Services 
Committees unveiled a final National Defense Authorization Act that includes several space policy 
and spending decisions impacting the military space and commercial space sectors. On the 
regulatory front, this week ESA launched a public consultation on the second batch of policy 
mandates under the Digital Operational Resilience Act (DORA). Responses are open until March 4, 
2024. On the technological front, the SDA, in partnership with the US Army, is working on new 
options for satellite-based positioning, navigation and timing as alternatives to GPS. Finally, a 
webinar organized by EUSPA will take place on December 12, 2023, to present the secure Satellite 
Communications in the European Union.
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RISC Score Evolution
There was a peak for 
W47, which had a RISC 
Score of 66%, the 
highest of the year so 
far.

Decrease from 
last week (from 
48% to 43%)
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ESAs launch joint consultation on second batch of policy mandates under the Digital Operational 
Resilience Act
The European Supervisory Authorities (EBA, EIOPA and ESMA – the ESAs) launched today a public consultation on the 
second batch of policy mandates under the Digital Operational Resilience Act (DORA). #EU #Consultation
Link: https://www.esma.europa.eu/press-news/esma-news/esas-launch-joint-consultation-second-batch-policy-
mandates-under-digital

TECHNOLOGY

Space Development Agency, Army cooperating on alternates to GPS sat signals
The Space Development Agency is now working with the Army to explore new options for satellite-based positioning, 
navigation and timing (PNT) as alternatives to GPS, according to SDA Director Derek Tournear #SDA #GPS
Link: https://breakingdefense.com/2023/12/space-development-agency-army-cooperating-on-alternates-to-gps-sat-
signals/
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Lawmakers unveil 2024 defense authorization bill with space priorities
The Senate and House Armed Services Committees unveiled a final National Defense Authorization Act conference 
agreement late Dec. 6 that includes several space policy and spending decisions impacting the military space and 
commercial space sectors. #2024NDAA #US
Link: https://spacenews.com/lawmakers-unveil-2024-defense-authorization-bill-with-space-priorities/ 
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ESA sleutelt aan security, nu ook de ruimte vatbaar is voor cybercrime (Trad.: ESA tinkers with 
security as space also susceptible to cybercrime)
The current commercialization of European space brings new challenges, including in the area of cybersecurity. European 
space agency ESA is therefore going to expand its security measures, Dr. Daniel Fischer, Head of Ground Segment System 
and Cybersecurity Engineering at ESA recently announced at a conference in Tallinn. #ESA #SecurityMeasures
Link: https://www.techzine.nl/nieuws/security/535760/esa-sleutelt-aan-security-nu-ook-de-ruimte-vatbaar-is-voor-
cybercrime/
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CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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PASSION BOTNET V2 targets the website of NASA
The post states that the PASSION BOTNET V2, a threat actor, has targeted the website of NASA. It provides proof of 
downtime for the website and includes a link to a report confirming the downtime. The post was published on Telegram 
and is categorized as a DDoS attack. The victims of this attack are NASA, with the website data.nasa.gov being affected. 
The industry affected by this attack is Aviation & Aerospace, and the country targeted is the USA. #DDoS #NASA
Link: https://t.me/PASSIONBOTNETV2/91 

Euspa Presents Secure Satcom Market And User Technology Report In Landmark Event On 
December 12th, 10:00 – 12:00 CET”
The upcoming webinar on December 12th from 10:00 to 12:00 CET, is gonna present the secure Satellite Communications 
(SATCOM) in the European Union. This session promises to unravel market opportunities, unveil technological trends, and 
provide insights into the innovative advancements driving the secure SATCOM landscape. #Webinar #SATCOM
Link: https://www.nereus-regions.eu/2023/12/06/euspa-presents-secure-satcom-market-and-user-technology-report-in-
landmark-event-on-december-12th-1000-1200-cet/
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