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This week's RISC Score is 52%. This week, a lot of information on intel. threat was reported.
Numerous jamming-related news items were published, such as Finland's suspicion that Russia is
jamming GPS signals crucial for weather balloons, or the fact that jamming zones in Ukraine and
the Middle East are affecting commercial airlines. Also this week, a group called GARNESIA TEAM
has allegedly leaked the database of ISRO. On the market front, the University of New South Wales
Canberra has secured $1.8 million in funding to improve the tracking of space debris and to
develop AI capabilities for managing satellite constellations and bolstering their cybersecurity. This
week, the DGCA published an advisory circular on GNSS interference in airspace, highlighting
emerging threats of GNSS jamming and spoofing. On the technology front, SpaceGPT, the first
Space Cybersecurity Operations and Resilience (SCOR) AI co-pilot, was created. Finally, ISRO has
introduced a free online certification program focusing on cybersecurity.

Overview & RISC Score

Decrease from last week 
(from 66% to 52%)
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UNSW Canberra Space secures $1.8 million in funding to improve space object surveillance and 
satellite cybersecurity.
The University of New South Wales (UNSW) Canberra has secured $1.8 million in funding to improve the tracking of space 
debris and to develop artificial intelligence (AI) capabilities for managing satellite constellations and bolster their 
cybersecurity #Australia #Funding 
Link: https://www.unsw.edu.au/news/2023/11/unsw-canberra-space-secures--1-8-million-in-funding-to-improve-s 
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Finland suspects Russia jams GPS signals vital for weather balloons
Tracking data for balloons released by the Finnish Meteorological Institute in Sodankylä have been lost several times, 
jeopardizing weather forecasts for northern regions. #Jamming #Finland
Link: https://thebarentsobserver.com/en/life-and-public/2023/11/finland-suspects-russia-jams-gps-signals-essential-
weather-balloons 

Allegedly leaked the Database of ISRO
A group called GARNESIA TEAM has allegedly leaked the database of the Indian Space Research Organisation (ISRO). The 
leak was claimed on a Telegram network, and the published URL provides more information. The incident is categorized as 
a data breach, with ISRO being the targeted organization. The leak potentially affects the defense and space industry in 
India. #ISRO #DataBreach
Link: https://t.me/garnesiateam/2517
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DGCA issues circular on jamming and spoofing of satellite system, airlines directed to follow SOP
The Directorate General of Civil Aviation (DGCA) on Friday released an advisory circular on Global Navigation Satellite 
System (GNSS) interference in airspace. The circular highlights emerging threats of GNSS jamming and spoofing. 
#DGCA #Jamming
Link: https://www.cnbctv18.com/aviation/dgca-circular-deal-with-gnss-interference-in-airspace-aai-18405131.htm 

TECHNOLOGY

Space GPT
The first Space Cybersecurity Operations and Resilience (SCOR) AI co-pilot. This innovative solution is focused on 
transforming the mission to close the space cybersecurity professional workforce gap as the primary companion to the 
ethicallyHackingspace (eHs) ® learning orbits. #SpaceGPT #AI
Link: https://www.linkedin.com/feed/update/urn:li:activity:7134316507991306241/

Week 48 | November 21-27, 2023
Page 4/5

https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cnbctv18.com/aviation/dgca-circular-deal-with-gnss-interference-in-airspace-aai-18405131.htm
https://www.linkedin.com/feed/update/urn:li:activity:7134316507991306241/


Space Cybersecurity Watch by CyberInflight

www.cyberinflight.com

TRAINING & EDUCATION

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com
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Opportunity to Learn: ISRO offers free course on 'Geo-data Sharing and Cyber Security’
As a part of the IIRS outreach initiative, the Indian Space Research Organisation (ISRO) has introduced a free online 
certification program focusing on cybersecurity. This program, titled 'Geo-data sharing and Cybersecurity,' has been 
specifically designed for individuals employed in the Central and State Governments. #ISRO #Courses
Link: https://jagzzpathshala.blogspot.com/2023/11/opportunity-to-learn-isro-offers-free.html?spref=tw 
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