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This week’s RISC Score is 52% for several
reasons. The 1st one being the publication of the
FY 2024 National Defense Authorization Act by
the Senate which includes a number of cyber
points that are likely to have an impact on space
cybersecurity companies of the US DIB. A
summary of these points has been provided to
give a quick overview of what will change.
In Europe, to strengthen the security, and
resilience of the space DIB and the space sector
in general, the European Commission, with the
support of EUSPA has launched a call for
expression of interest (CFI) to set up and
participate in an EU Space ISAC, which is open

until November 3, 2023 for those interested in becoming founding members. It will also be
possible to apply as a member of the EU Space ISAC until October 31, 2025.
On the market front, this week Corero Network Security won a major contract with a satellite
service provider to deliver DDoS protection across a network of globally positioned ground
stations.
On the Threat Intel front, an article analyzing the VIASAT attack across the spectrum of the
MITRE ATT&CK framework was published.
Last but not least, a Table Top Exercise (TTX) on Space Cybersecurity Mission Control is being
organized by several US space institutions, including Space ISAC, AIAA and the Cornell
Aerospace Adversary Lab.
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European Commission initiates call to set up EU Space ISAC to strengthen security, resilience of 
space sector
The European Commission, with the support of the European Union Agency for the Space Programme, launched Thursday 
a call for expression of interest to set up and participate in an EU Space Information Sharing and Analysis Centre. 
#ISAC #EU
Link: https://industrialcyber.co/critical-infrastructure/european-commission-initiates-call-to-set-up-eu-space-isac-to-
strengthen-security-resilience-of-space-sector/

Key Cyber Security and Software Security Provisions of the House and Senate Versions of the 
Fiscal Year (FY) 2024 National Defense Authorization Act (NDAA)
Summary of the cyber-related provisions that are most likely to impact the DIB. #NDAA #US
Link: https://www.insidegovernmentcontracts.com/2023/10/key-cyber-security-and-software-security-provisions-of-the-
house-and-senate-versions-of-the-fiscal-year-fy-2024-national-defense-authorization-act-ndaa/
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Corero Network Security plc Secures New Contract with Satellite Service Provider, the First for 
Corero in the High Growth Multi-$Billion Satellite Service Market
Corero Network Security plc announced it has secured a new contract with a satellite service provider. The contract, which 
has a total value in excess of $500,000, will deliver SmartWall ONE ultra-low latency DDoS protection across a network of 
globally positioned ground stations, signifying an important strategic milestone from a vertical market expansion 
perspective. #Corero #DDoSProtection
Link: https://www.marketscreener.com/quote/stock/CORERO-NETWORK-SECURITY-P-4002169/news/Corero-Network-
Security-plc-Secures-New-Contract-with-Satellite-Service-Provider-the-First-for-Core-45077927/
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Space Cybersecurity Mission Control Table Top Exercise
The Space Cybersecurity Mission Control TTX, organized by the SGAC’s Space and Cyber Project Group, American Institute 
of Aeronautics and Astronautics (AIAA) Aerospace Cybersecurity Working Group (ACWG), Space ISAC, and the Cornell 
Aerospace Adversary Lab! The TTX will be a fully online event and held alongside the AIAA ASCEND conference on 
October 21st 2023. #TTX #SpaceCybersecurity
Link: https://spacegeneration.org/mission-control-ttx-hackathon 
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CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com

Week 42 | October 10-16, 2023
Page 5/5

An analysis of the Viasat cyber attack with the MITRE ATT&CK® framework
This article, is about the modelisation of the Viasat cyber attack that occured on 24 February, 2022, based on the MITRE 
ATT&CK framework. #Viasat #MITREATT&CK
Link: https://www.spacesecurity.info/an-analysis-of-the-viasat-cyber-attack-with-the-mitre-attck-framework/
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