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Meanwhile, Booz Allen won a contract with the USSF to support Space Systems Command's Program
Executive Office for Space Sensing.

On the Market Intel front this week, several contracts with US authorities were won, and an ESA Call
for Proposal is underway for the 4S mission.

On the Threat Intel front, there were several attacks this week, more than we've reported in recent
weeks. One of these was an attack on Infrasat which was asked for $60,000 not to disclose sensitive
data.

On the technology front, the US DoT is looking for industry insight on how to best complement and
support its PNT functions with new technology that does not depend on traditional GPS tech.

Lots of Training & Education news this week, including the BE-CYBER Conference on October 26 and
the launch of a two-day workshop on Cybersecurity Principles for Satellite and Space Systems by
Tonex.
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GEOPOLITIC

Reinforcing European space autonomy with the EU Space Information Sharing Centre (ISAC)
Launch by EUSPA and the DG DEFIS, a Call for Expression of Interest for the new #EUSpace ISAC (Information Sharing
Analysis Centre). The ISAC will serve as the primary communication channel for the #EUSpace sector regarding security-
related information and sharing of best practices. It will be a membership-driven platform looking to engage industry,
public sector and academia. #EUSPA #SpacelSAC #Callforinterest

Link: https://www.euspa.europa.eu/newsroom/news/reinforcing-european-space-autonomy-eu-space-information-
sharing-centre-isac

TECHNOLOGY

DoT Looking For Industry Input on GPS Tech Alternatives

The U.S. Department of Transportation (DOT) is looking for industry insight on how to best complement and support its
Positioning, Navigation, and Timing (PNT) functions with new technology that does not depend on traditional Global
Positioning System (GPS) tech. #DoT #RFI

Link: https://www.meritalk.com/articles/dot-looking-for-industry-input-on-gps-tech-alternatives/
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MARKET & COMPETITION

Booz Allen nabs $630M integration contract for Space Force missile warning, weather programs
The contract, will support Space Systems Command’s Program Executive Office for Space Sensing, which is responsible for
the service’s missile warning, weather monitoring and “persistent tactical surveillance” programs, according to a Space
Force fact sheet. Disciplines include but are not limited to: Cybersecurity, Architecture/Design, Integration Planning &
Execution, Test & Evaluation, Technical Baseline Management, Risk Management, Digital Engineering & Modeling
Simulation & Analysis. #BoozAllen #USSF

Link: https://breakingdefense.com/2023/10/booz-allen-nabs-630m-integration-contract-for-space-force-missile-
warning-weather-programs/
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Hackers threaten Infrasat with demand of 60 thousand USD to not disclose sensitive data
Infrasat, a telecommunications company, was the victim of a computer attack last week, as determined by an internal
source to the newspaper Valor Economico. #Infrasat #Ransomware

Link: https://www.menosfios.com/en/hackers-ameacam-infrasat-com-exigencia-de-60-mil-usd-para-nao-divulgar-

dados-sensiveis/
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TRAINING & EDUCATION

Cybersecurity Principles for Satellite and Space Systems | Training Workshop

Cybersecurity Principles for Satellite and Space Systems, Training Workshop is a 2-day interactive workshop designed to
provide a unique learning experience on space and satellite vulnerabilities that are commonly exploited. Participants will
discover techniques and strategies for integrating cybersecurity measures into space and SATCOM systems, networks,
products and critical missions from the start. #Workshop #SpaceCybersecurity

Link: https://www.tonex.com/training-courses/cybersecurity-principles-for-satellite-and-space-systems-training-

workshop/
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BE-CYBER Experience Sharing Day
Conference on the 26th of October, 2023, in Brussels about Security in Space #Conference #BE-CYBER
Link: https://be-cyber.be/

REGULATION

Agencies Looking to Standardize Cyber Requirements for Federal Contractors

The Department of Defense (DoD), the General Services Administration (GSA), and NASA are looking to implement new
revisions to the Federal Acquisition Regulation (FAR) to standardize cybersecurity requirements for government
contractors. The proposed rule, published in the Federal Register today, would develop standardized contract language for
unclassified Federal Information Systems (FIS) and help to mitigate any potential risks associated with having no
streamlined requirements. #US #CyberRequirements

Link: https://www.meritalk.com/articles/agencies-looking-to-standardize-cyber-requirements-for-federal-contractors/

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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