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How DoD is thinking ‘outside the box’ to solve its cyber workforce challenges
The Pentagon is taking a new approach to help solve its cyber workforce retaining and recruitment challenges, one that 
will require thinking “outside the box” and a cultural shift within the department itself, Mark Gorak, principal director for 
resources and analysis for the Pentagon’s chief information officer, tells. #US #WorkforceStrategy
Link: https://breakingdefense.com/2023/08/how-dod-is-thinking-outside-the-box-to-solve-its-cyber-workforce-
challenges/

SPACE CYBERSECURITY 
WEEKLY WATCH

Week 35

August 22 – 29, 2023

Articles, company’s communications, 
whitepapers, academic works, podcast, 

and sources not to be missed on the 
topic of space cybersecurity over a 

specified timeframe. 

GEOPOLITIC 

Timeframe : Weekly 

# of articles identified : 19 

Est. time to read : 35 minutes

This week, the US DoD began proposing solutions to the problem of retaining and recruiting
the cyber workforce. Also, an RFI has been set up by the US ODNI to find out the reasons for the
obstacles and delays encountered by commercial companies when contracting with the DoD.
On the market side, Eutelsat and OneWeb have voted and approved merger plans. The US
government awarded a contract to Intelsat as well as to Mynaric. Finally, a consortium between
ICEYE and PAR Government was awarded a multi-million dollars contract by the USSF. On the
Threat Intelligence front, Australia has recognized space as a critical infrastructure and
implemented several regulations to protect space assets. Also this week, Russia moved its spy
satellite Luch/Olymp 2, and there has been a significant growth in jamming in the Middle East.
On the subject of critical infrastructure, the US government agencies have published a guide
entitled "Safeguarding the US Space Industry"
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MARKET & COMPETITION 

Eutelsat and OneWeb board votes to seal merger plans
Eutelsat and key OneWeb shareholders are set to vote to seal the merger plans between te two international companies in 
an all-share transaction. According to reports, Eutelsat shareholders and OneWeb shareholders would each hold 50% of 
the Eutelsat shares. #Eutelsat #OneWeb
Link: https://spacewatchafrica.com/eutelsat-and-oneweb-board-votes-to-seal-merger-plans/ 
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REGULATION

US Agencies Call for Strengthened Cybersecurity in the Space Industry
The Federal Bureau of Investigation, the National Counterintelligence and Security Center (NCSC) and the Air Force Office 
of Special Investigations (AFOSI) released an advisory: Safeguarding the US Space Industry. The advisory recognizes the 
growing value of the global space economy and highlights the motivation for foreign intelligence entities to target the US 
space industry. #Cybersecurity #SpaceIndustry
Link: https://www.informationweek.com/security-and-risk-strategy/us-agencies-call-for-strengthened-cybersecurity-in-
the-space-industry- 
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Webinar by Coditing on « Unlocking the cosmos – Journey into satellite pentesting »
Webinar on the intricacies of satellite technology and its vital connection to the world of cybersecurity. 
#Satellite #Cybersecurity
Link: https://www.linkedin.com/posts/coditing_india-innovation-management-activity-7100707776443613184-gUu1/ 
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THREAT INTELLIGENCE

Space systems as critical infrastructure assets – understanding the security obligations for space 
assets
The increasing reliance on space-based assets for navigation, communications, and remote sensing makes space 
infrastructure an attractive target for malicious cyber actors. With the democratisation of space and rapid growth of the 
commercial space industry, the Australian government has over the years stepped up the regulatory governance of 
Australia’s critical infrastructure to manage strategic risks facing these assets. #Australia #CriticalInfrastructure
Link: https://hwlebsworth.com.au/space-systems-as-critical-infrastructure-assets-understanding-the-security-obligations-
for-space-assets/ 
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CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com
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