Space Cybersecurity Watch by CyberInflight

www.cyberinflight.com

Week 26 | June 20 - 26, 2023
Page 1/4

SPACE CYBERSECURITY
WEEKLY WATCH

Week 26
June 20 - 26, 2023 [l ceorouiTic

. P’ . o MARKET & COMPETITION
Articles, company’s communications, O

whitepapers, academic works, podcast, [l recuLaTION
# of articles identified : 30 and sources not to be missed on the
Est. time to read : 1 hour topic of space cybersecurity over a
specified timeframe.

Timeframe : Weekly

[l THREAT INTELLIGENCE
. TECHNOLOGY
[l TRAINING & EDUCATION

; IMPORTANT NEWS
Overview

A number of significant news occurred this week. India and Ecuador signed the Artemis
agreement. Also, Japan released its new space security strategy. Furthermore, Japan is
considering the use of the Starlink constellation for its military communications. On the
geopolitical front, the visit of Foreign Minister Dr Vivian Balakrishnanin Washington is a sign of a
closer relationship between the US and Singapore. On the market front, SAIC was awarded a
$64 million contract by the SDA to build and maintain a cloud-based "application factory". Also,
South Korea decided to invest 3.4 billion KRW in maritime and space security. Several
cyberattacks took place this week. The first allegedly saw Compas Cable hacked by SiegedSec
ransomware group. In the second, a Russian hacker posted an offer to sell access to a US
military satellite. On the technology front, a new high-precision testing and operator training
solution for cybersecurity in space has been launched. Also, a British partnership has begun to
push the limits of quantum technologies in space.

GEOPOLITIC

Space Defence: Challenges for the French Space Command
Paper about the challenges for the French Space Command by French Space Commander. #CDE #France I I
Link: https.//www.defnat.com/pdf/cahiers/CAH098/15.%20Adam%20(Paris%20Air%20Show%202023).pdf
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MARKET & COMPETITION

SAIC to build software app factory for Space Development Agency

The Space Force's Space Development Agency has tapped SAIC to build and maintain a cloud-based “application factory”
to design, develop, test and deploy “cyber-resilient” battle management, command, control communications (BMC3)
software for its planned satellites in low Earth orbit, according to SDA and company officials. The SDA contract is worth up
to $64 million over four years. #SAIC #SDA

Link: https://breakingdefense.com/2023/06/saic-to-build-software-app-factory-for-space-development-agency/

|

South Korea invests 3.4 billion won to boost maritime and space security
The South Korean government is providing 3.4 billion won ($2.6 million) in funding for private companies as part of a pilot J?.‘3’
program to enhance security capabilities across maritime and space. #SouthKorea #Investment

Link: https://thereadable.co/south-korea-invests-3-4-billion-won-to-boost-maritime-and-space-security/

REGULATION

Space Security in Japan’s New Strategy Documents
This commentary looks at how Japan'’s space security policy will change in the future. #Japan #SpaceStrategy .
Link: https://www.csis.org/analysis/space-security-japans-new-strategy-documents
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Military Satellite Access Sold on Russian Hacker Forum for $15,000

A hacker active on a Russian-language hacker forum has posted an advertisement offering access for sale to a military
satellite operated by Maxar Technologies. The hacker’s claim suggests that the potential buyers could gain access to
sensitive information regarding the US military and strategic positioning. #Hacking #MilitarySatellite

Link: https://www.hackread.com/military-satellite-access-russian-hacker-forum/
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TECHNOLOGY

SpiderOak demonstrates cybersecurity software on orbit
Cybersecurity specialist SpiderOak reported successful on-orbit testing June 22 of its OrbitSecure software running on a
Ball Aerospace payload. #Cybersecurity #SpiderOak

Link: https://spacenews.com/spideroak-demonstrates-cybersecurity-software-on-orbit/
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TRAINING & EDUCATION

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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