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‘ Overview of cyberattacks on space ecosystem (excerpi) X3S
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Market economics (excerpi)

Fig 3.

ESTIMATED EVOLUTION OF GLOBAL

3.0

2.5

2.0

1.5

1.0

0.5

0.0

CYBERSECURITY BUDGET

CAGR 2017-2022: 25.3%

2012 2014 2016 2018 2020 2022

Commercial downstream
m Government

Commercial upstream

Space cybersecurity market
seems to follow an

outstanding CAGR of 25%
in the last 5 years

Fig. 4
ESTIMATED RECOMMENDED VERSUS
ACTUAL CYBERSECURITY BUDGET

$bn
45
40

35

2.5
2.0

1.5

1.0 I
- L1
ounnnl I

2012 2014 2016 2018 2020 2022

(9]

m Global cyber budget Recommended budget

Space cybersecurity market
seems to accumulate a
technical debt every year

(Source Cyberinflight, see full Space Cybersecurity report)
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Technology Executive Summary (excerpt)

SPACE CYBERSECURITY TECHNOLOGY EXAMPLES & THEIR MATURITY LEVEL

The ever-increasing demand for data and the growing SPACE

dependency on space applications is pushing the need for é .

prcl)ocess'mg >;nore dar‘ia on bcp>grd and to sendp themgto the ground. A SEGMENT O End-to-end encryption

new set of technologies is being developed allowing for higher A O Containerization

performance, increased throughput, and secure communications. @) ® O RISC-V
The improvement of existing technologies (RISC, ARM, FPGA), o) SDR Root-of-trust |

the creation or the adaption of new ones to space applications FPGA - O LWc O Zero trust f @ QCli
(lightweight cryptography, confidential computing, aé ) @
containerization, quantum) the shift to new business models g O ARM @) Edge computing i QKD

(such as GSaaS, and as-a-service models in general) are a set of Space

- © Confidential computin
new challenges to be overcome not only to meet the growing segment 5 P g O Pac

demand for space data but also to reliably secure these services in O Virtualization O AI/ML

front of an expanding threat landscape. OTEE O sps OHSM |

Embedding more technologies within the spacecraft implies 1 (S o e
meeting current and future operational and environmental OCOnfldentlal; O cContainerization ;

constraints. It requires additional performance, power, weight or | 3 computing : O GSaaS OAI/ML

size (the SWaP tradeoff). The soar of COTS has pushed the use of | Ground
technologies which are well-used within traditional IT applications
such as containerization (virtualization, Kubernetes, Docker). Trust is
implemented at different level from hardware (root-of-trust) to [ , !
software (LWC or confidential computing). The ground segment is | " ! O Containerization |

also sustaining significant transformation - becoming more and |; . @ Zero trust O AyML

O MFA O Zero trust

segment

more cloud-oriented. Cloud

Future technologies such as quantum or artificial intelligence | segment ! - O Confidential computlng _ ADOPTION

or machine learning may be seen as disruptors when reaching a High | Medium Low  LEVEL
higher maturity level.

. _ . (operational, in-used, (in development, under (not in used, low

Cybersecurity technologies are evolving between current and future mature technology) improvement) maturity)
requirements mainly driven by the rapid evolution and growing Al/ML : Artficial Intelligence, Machine Learning PQC : Post Quantum Communication
interest for space by the cyber threat landscape. ARM : Advanced RISC Machine QCl : Quantum Communication Infrastructure

FPGA : Field-programmable gate array QKD : Quantum Key Distribution

HSM : Hardware Security Module RISC : Reduced Instruction Set Computer

. : LWC : Lightweight Cryptography SDR : Software Defined Radio
Copyright Cyberinflight MEA : Multi-factor authentication TEE : Trusted Execution Environment 7



Space Cybersecurity Market Intelligence report supporting databases
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