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Macroeconomic perspective of cybersecurity (1/2)
TOP 10 WORLD RISKS IN TERMS OF
LIKELIHOOD

Cybersecurity seen as one of the biggest risk for the world economy

IMPACT

According to the last report of the World Economic Forum, data frauds and thefts and
cyber-attacks are ranked among the top 5 risks in terms of likelihood and among the
top 8 in terms of impact behind risks such as weapons of mass destruction, failure of
climate change mitigation, natural disasters or water crisis. In the last 2 years, technological
risks has became one of the major concern for organizations, governments and individuals.
Massive data breaches have been discovered in 2018 and the vulnerability of critical
technical infrastructure and industrial control systems is a growing national security
concern. New instabilities are being caused by the deepening integration of digital
technologies into every aspect of life. There is also a growing risk for large scale cyberattacks causing large economic damages and geopolitical tensions. Cyberattacks and data
fraud or theft has become two of the top concerns of most CEOs throughout the world.
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Extreme weather events

1

Weapons of mass destruction
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Failure of climate change mitigation
and adaptation
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Failure of climante-change mitigation
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Natural disasters
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Extreme weather events
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Data fraud or theft
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Water crisis
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Cyber-attacks
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Natural disasters
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Man-made environmental disasters
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Biodiversity loss
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Large-scale involuntary migration
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Cyber-attacks

A fast growing market…
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Biodiversity loss
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Critical information infrastructure breakdown
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Water crises
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Man-made environmental disasters
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Asset bubbles in major economy

10

Spread of infectious diseases

Cyberattacks are unintentional consequences of the digitalization of the world. In just few
years, attacks have spawn an entirely new industry. Many organization already have
experienced a breach into their systems or are not even aware that their system have been
compromised. Several analysis agree to say that the cybersecurity market is valued more
than $100bn in 2018 and to reach more than $250bn by 2025 with a CAGR higher than
10%. The main growth factors are the growing demand for cloud-based security services,
need to conform to regulations and standards and the soar of the number of connected
devices and the increasing complexity of systems.

Source World Economic Forum

WORLD CYBERSECURITY FIGURES
Cybersecurity
market valuation

2019
>$120 bn

2024
>$250 bn

CAGR >12%

Cost of cybercrime

2015
$3T

2021
$6T

CAGR >12%

Source Global Market Insights, Allied Market Research

…to face the ever-Increasing number of cyber-attacks

Cost of cyberattack

• Avg. cost >$1M
• 53% of attacks resulted in
damages of $500,000 and
more
Source CISCO, Radware

It is estimated that cybercrime damages will cost the world more than $6 trillion
annually by 2021. Cybersecurity Ventures predicts global spending on cybersecurity
products and services will exceed $1 trillion cumulatively over the next five years, from
2017 to 2021. It is also predicted that cybercrime will continue rising and cost businesses
globally more than $6 trillion annually by 2021 from $3T in 2015. Even if difficult to
estimate, the average cost of a cyberattack is estimated above $1M. These costs
exclude reputational, fines and legal damages. As an example, the cost of the malware
attack (NotPetYa) on the shipping company Maersk is estimated to be between $250 and
$300M. The financial impact of a cyberattack is difficult to estimate but among the
different factors the loss of productivity, damage to brand reputation or falling stock price
can strongly degrade the financial performance of a company.

Copyright CyberInflight
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The cybercrime economy
Cybercrime economy
In 2018 it has been estimated that new
criminality platforms and a booming
cybercrime economy have resulted in $1.5
trillion in illicit profits being acquired,
laundered, spent and reinvested by
cybercriminals. A significant portion of it
(33%) is made by the theft and trade of
intellectual
properties.
Surprisingly,
ransomware attacks which are widely
mediatized represents less than 1% of this
economy.

Cybercrime industry
The figure below shows the financial power in the hands of
cyber-criminals as the cybercrime economy annual revenue
is double the annual airline industry revenue and almost 10
times the airport revenue. This shows the importance of the
threat and the need to perform quality investments with the
adequate amount of IT budget in cyber-defense.

TOTAL CYBERCRIME
REVENUES (2018)

Total airline IT budget

$30.6 bn

$1.5 Tn

Airline IT budget as % of revenues

TOTAL AIRLINE
REVENUES (2018)

Cybercrime
market
valuation
$1.5 Tn

Airline IT and cybersecurity budgets (2018)
The total airline IT budget represents around 3.7% of airline
yearly revenues which is considered a reasonable proportion to
take the turn of digitalization.
The total amount of airlines investment in cybersecurity is
estimated around $2.7bn in 2018 which represents 8.8% of the
airline IT budget. Even if this figure does not give any insurance
on the quality of the investment, this level of investment is close
to the average most of industries are spending in cybersecurity.

3.7%

Avg. spending on IT: 3.28%

(source Deloitte)

$812 bn
Estimated total airline cybersecurity budget
TOTAL AIRPORT
REVENUES (2018)

$161 bn

Source Bromium (2018)

Source Bromium

Source IATA

Source ACI

Copyright CyberInflight

$2.7 bn
Airline cybersecurity budget as % of IT
budget
Security agencies recommend

8.8%

between 5 and 15%
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Cyberthreat on commercial aviation in 2019
CYBERATTACKS BY TARGET TYPE

CYBERATTACKS BY REGION

CYBERATTACKS BY TYPE OF ATTACK

60
publicly
reported
attacks in
2019
NUMBER OF CYBERATTACKS BY MONTH

*

*Cyber-attack: no information is given to categorize the attack. It can results in
data breach or disruption.
Source EATM-CERT: based on 60 cases of cyber attacks perpetuated in 2019 (no data for November and December)
Copyright CyberInflight
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The value chain and potential attack surface
AIRLINES

AIRPORTS
PASSENGERS
AIRCRAFT

4.3bn
PAX (2018)
RPK world share
22% NA

22,000
city pairs connected by
direct flight

46m flights
~10,000
major commercial airports

Source: Airbus, IATA, ACI, ICAO, ATAG, Eurocontrol, Euroconsult

~8,200 connected aircraft
(2018, cabin connected aircraft)

37% APAC

~24,000
commercial aircraft

26% EU
INDUSTRY
Major OEMs

39,210
new aircraft
needed by 2038

~800
commercial airlines

4.3% avg traffic
growth p.a. over
the next 20 years.

CYBERCRIME
1 hour of
>60
disruption in a
cyberattacks large airport can
on aviation cost more than
during 2019
€1m at peak
operating time.
$1m
Avg cost of
cyberattack

10.2m direct aviation jobs
Copyright CyberInflight
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Adoption of Cybersecurity
A market on the verge of adoption
The aerospace cybersecurity market may be considered to be still in its infancy. Over the last three years,
cybersecurity became a central topic for the global economy. The aerospace sector is showing an increasing
capacity to set up defense mechanisms to forestall potential cyberattacks. Also in the last 3 years, the number of
aerospace cybersecurity initiatives has soared and the sector has grown much more vocal than it was in previous
years. A similar trend was observed a few years back in the maritime industry, where connectivity is easier to
deploy, due to fewer physical constraints. In both industries, more connectivity led to more potential cybersecurity
issues. Five years back, the maritime sector was not vocal about cybersecurity and the number of news and articles
on this topic was below a dozen per year. The following year, the trend started to take off, with the spread of
cyberattacks, a growing awareness, and an increasing set of available solutions. The year after, the number of
articles on maritime cybersecurity reached several hundred; the topic is now among the key subjects category
discussed among stakeholders during dedicated conferences. For several reasons, aerospace cybersecurity is
showing trends similar to those exhibited a few years ago by the connected maritime market.
As described in the Stakeholder’s Profile section of this study, a majority of cybersecurity solutions have been
developed in the last two years and the portfolio of offers is currently being enriched. Solutions users such as
airlines, airports or ANSPs have different levels of maturity regarding cybersecurity. Investment levels are good
indicators to determine the cybersecurity awareness of a stakeholder. The adoption lifecycle suggests that the
market is still in its early phases and that the majority of aerospace stakeholders must still find their
positioning regarding cybersecurity.

ADOPTION LIFECYCLE

DIFFUSION S-CURVE

ADOPTION’ DRIVERS AND INHIBITORS

Diffusion

Early
majority

Low market pull: Awareness and
cybersecurity culture must still be
increased
among
aerospace
stakeholders

Inertia: The aerospace industry is
conservative and relies on cumbersome
procedures

Safety and security culture: Safety is
#1 in the aerospace industry

Strong technology push: Solution
providers are currently pushing for the
adoption of their solutions

Evolving regulatory framework: The
regulatory framework is expected to
incentivize investments in cybersecurity
solutions in the years to come

Raising cyberattack level: The increasing
number of cyberattacks is a unfortunate
reason to prove cybersecurity solution
investments are legitimate

Late
majority
Tipping
point

Early
adopters
Innovators

Adoption of the aerospace cybersecurity market
The pace of the diffusion of a technology is usually not steady. Innovations
diffuse according to an S-curve pattern. The shape of the S-curve reflects a
process of initially slow adoption, followed by a rapid acceleration of
diffusion, leading to a plateau representing the limit to demand. The height of
the S-curve shows the extent of diffusion; the shape of the S-curve shows the
speed. The tipping point is where demand for a product or service suddenly
takes off with explosive growth. In recent years, the aerospace cybersecurity
market has witnessed a wake-up call, where the technology push, with
increasingly mature and customized cybersecurity solutions, and the market
pull, with the growing awareness among aerospace stakeholders, have led the
market to a tipping point, where the demand for cybersecurity products or
services is ready to take off with significant growth. Solution providers
failing to anticipate the tipping point would lead to missed sales and market
opportunities. As can be seen in the Stakeholder’s Profile section, most solution
providers have a solution ready to hit the market, but the customer’s decision to
invest (in operational technology, in particular) is still lagging. Despite the fact
that aerospace has always attracted specific attention to safety and security, the
global adoption of cybersecurity solutions can still be regarded as low.
Only the so-called “innovators” and “early adopters” have invested significantly
in cybersecurity solutions. To encourage the remaining stakeholders, seen as
the “late majority,“ to invest, the regulation is viewed as one of the strongest
incentives triggering a steep adoption curve.

Laggards

Time

Estimation of current positioning of the maritime cybersecurity market
Estimation of current positioning of the aerospace cybersecurity market
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Market analysis: the airport’s perspective
$m

EVOLUTION OF AIRPORT’S REVENUES

According to the ACI (Airport Council International), airports must invest in
infrastructure to meet future demand, as air traffic continues to grow rapidly. By
2040, global traffic is expected to consist of more than 22 billion passengers (4.3bn in
2018) and to grow at an average annual rate of 4.5%. Passenger traffic has remained
strong at airports in both advanced and emerging economies. Current airport
performance is bolstered by the continued recovery in manufacturing and global trade,
alongside a rise in business confidence, fostering confidence, investment, and because
airports serve as growth engines and critical contributors to global trade. Airport
operators face capacity constraints and, with our global medium-term forecast showing
almost 30% growth in passenger numbers from 2017 to 2022, many national
governments face the predicament of surging air transport demand outstripping
available airport infrastructure. Airport revenues have followed a 3.9% CAGR over
the last five years.

IT BUDGET
bn

Increasing investments in IT and cyber

CYBERSECURITY BUDGET
bn

Airports are keen to embrace new digital technologies to deliver a secure and
seamless journey and drive operational efficiency. Airport IT spending is poised to
rise in the coming years. Self-service processes, automation, self-check-in, cybersecurity,
and biometric ID management initiatives feature prominently among airport investment
priorities. The outlook for the coming years is optimistic, with most airports expecting
their IT spending to rise or remain the same. Over the last five years, airport IT spending
has risen from $7.8bn in 2014 to $10bn in 2018, following a 7% CAGR. As airports
face more demand to offer digital services via various channels, they are searching for
ways to broaden access to numerous apps in the travel industry. In 2018, airports
demonstrated this shift by establishing internal open data sharing plans.
Airport cybersecurity budgets have seen significant growth over the last five years,
with a 40% confirmed CAGR between 2014 and 2018, rising from $0.3bn in 2014 to
$1.2bn in 2018. For airports, disruption of operations is clearly the number one
concern. The avoidance of significant regulatory fines through regulatory compliance is
also considered a priority. This is likely to increase as the regulatory ecosystem globally
matures. Cybersecurity investments are showing an trend of accelerating that is
expected to continue in the coming years.

9

Airline budget forecast: split by initiatives
CYBERSECURITY BUDGET SPLIT
$m

INVESTMENTS INITIATIVES
$m

Copyright CyberInflight
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Stakeholder’s profile: Introduction and methodology
INDICATORS

Introduction and methodology
This chapter identifies key corporate and institutional entities which are involved in
aerospace and cybersecurity initiatives. The cybersecurity ecosystem is flourishing;
however, only a few of these players are actually involved in the aerospace business.
We may also identify stakeholders which haven’t penetrated the aerospace market
yet, but are targeting it as part of their business model. Some stakeholders may be
involved in a wide span of activities, such as industrial players. However, this report
will only focus on the activities related to aerospace cybersecurity. The study is based
on public information and, when possible, on the information shared during the
interview process.

Institutional players: Associations, public organizations, civil agencies and
other non-profit organizations.
Corporate players

Targeted vertical market: respectively defense/military, business aviation,
commercial aviation
Aerospace maturity level (very high, high, medium, low): This indicator is
an assessment of the level of maturity the player has regarding the
aerospace market. It is based on the number of years of experience working
with aerospace stakeholders, the size of the customer base, and the depth of
relations with this type of customers.
Cybersecurity maturity level (very high, high, medium, low): This indicator
is an assessment of the level of maturity the player has regarding
cybersecurity. It is based on the number of years of experience in
cybersecurity, the size of the customer base, the quality of its products
based on available information, the partnerships with cybersecurity solutions
providers etc.
Market penetration rate of the aerospace cybersecurity market (very
high, high, medium, low): This is an assessment of how well spread the
company’s cybersecurity products are amongst aerospace stakeholders such
as airlines, airports and others. Either it was possible to get an actual figure
of the number of products sold, deployed or exploited, or the indicator has
been estimated based on the level of information available.

The study identifies stakeholders, their positioning, their product offering, their
level of maturity and market penetration. As the communication on the topic of
aerospace cybersecurity is sometimes sensitive, some actors choose not to share
much information regarding their product offering. When elaborating such a study, a
limited level of publicly available information may generate a bias as the level of
information provided by the company does not reflect its actual positioning in the
market. As this study is being distributed to end users such as airlines or airports,
CyberInflight encourages information sharing to enhance the overall posture of
the aerospace industry toward the growing cybersecurity challenge.
This study aims to list the main aerospace cybersecurity initiatives launched by
aerospace stakeholders and doesn’t pretend to be exhaustive, even though all the
effort has been done to provide a broad and fair assessment. We provide a specific
focus on corporate initiatives which are combining an expertise in aerospace and
cybersecurity simultaneously.
It also aims to be as data-oriented and fact-based as possible. Our analysis, given in
the “takeaways” section, is an overall analysis of the company’s situation based on
CyberInflight’s views and understanding. The indicator level has been created to
provide a quick review of the positioning of a stakeholder and a sense of comparison.
CyberInflight understands that these indicators can be discussed and fine-tuned.
This is the first edition of the Aerospace Cybersecurity Market Research report and we
hope to improve this document year over year. Please get in touch with us if you wish
to participate in the interview campaign or if you have any feedback or indicators you
would like to have considered for a better decision-making process.

Corporate partnerships

Disclaimer: Despite the effort to be as objective and accurate as possible, CyberInflight

understands than one can disagree with the indicator level which has been set to a
specific company or entity. Note that the ranking is estimated based on the information
which has been made available by the company (website, articles, references etc.), and
that sometimes, some companies do not provide much information. CyberInflight stays
ready to exchange and enhance its understanding of the market if a company wishes to
share its feedback. contact@cyberinflight.com

Copyright CyberInflight
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Stakeholder’s profile: Comparative assessment
COMPARATIVE ANALYSIS

KEY TAKEAWAYS
- Among the world’s top-5 digital service
companies
- Proximity with aerospace stakeholders
such as XX and XX
- Dedicated products targeting aerospace
stakeholders such as XX or XX
- Partnerships with pure cyber-players and
solution providers
- Generic portfolio (aviation stakeholders
may opt for pure player for specific
needs)
- Impacted by the talent gap in
cybersecurity.

- Expertise in avionics and radio
communication equipment
- Experience with aerospace defense
customers
- Technical expertise in cybersecurity and
avionic standard (DO-178C, DO-326 etc.)
- Very specific portfolio (securing cabin or
cockpit communication)
- Difficult to penetrate the market and get
visibility

- Cybersecurity expert company
- Global presence with more than 250+
customers around the world
- Knowledge of the aviation certification
process
- Difficult to penetrate the aviation market
and to gain credibility
- Visibility gained in the aviation
ecosystem through the research work of
one of its former employees

Copyright CyberInflight

- Major industrial player
- Strong
positioning
on
military
applications
- Merger with XXX to be the world’s
second-largest aerospace-and-defense
company
- Products for commercial aviation are still
under development
- May face strong competition on
commercial aviation when products are
ready
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Insurance: conventional VS specific cyber-contract
CYBER-INSURANCE CLAUSES VERSUS
CONVENTIONAL CLAUSES
Property damaged
contract

(cf. example 1)

Risk partly covered
by conventional
contract

Ransom payment and negotiation costs

Civil liability contract

Incident and crisis management expenses
(safeguarding brand image)

Director liability
insurance contract

Data rebuilding costs

(cf. example 2)

Fraud contract

Specific cyber-risk
contract

Computer expert assessment cost
(post-loss event forensic)

Costs and losses
incurred due to
malicious intrusion
Cost following
breach of personal
data
Consequences of
civil liability

Infected system repair costs
Resulting operating losses
(without material damage)
Administrative inquiry costs
Notification costs
Payment of administrative fines
Damages caused to third parties due to the
security default by the policyholder
Damages caused to third parties due to the
failure to protect third party personal, banking
or health data
Lawyers’ fees

Appeal costs
Copyright CyberInflight

These guarantees and clauses, negotiated with
insurers, may vary depending on the size and
specificities of the company.
Contracts are evolving and insurers are reassessing the conditions of former contracts as
conventional contracts in order to clarify the part
of cyber-risk covered or not by conventional
contracts. New requirements in terms of
guarantees and services led to the creation of a
new contract, the cyber insurance contract.
Cyber insurance contracts are often all-risk
contracts: they cover damages (expenses and
losses incurred) and civil liability (non-material
damages to third parties), and include crisis
handling services.
Example 1:
In August 2008, one portion of the BTC pipeline
exploded in Turkey. The explosion was triggered by
a malicious cyber attack. The material damage and
the resulting operating losses could have been
covered by the property damage insurance taken
out by the operator.
Example 2:
A computer virus corrupted the servers of 1,200
hotels of the Intercontinental Hotels Group in
December 2016. The hackers were able to access
payment card details of the hotels’ customers. The
damage caused to third parties (customers, bank
card issuers) could have been covered under the
hotel group’s civil liability insurance contract
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Threat Intelligence: Introduction
INDICATORS

Introduction
This document describes a set of case studies and research works related to cyberattacks
perpetuated on aerospace stakeholders. This document is based on public information
only. Therefore, this list of case studies is not exhaustive, as many cyberattacks have not
been revealed to the general public. Nevertheless, since the adoption of the GDPR in May
2018 and the adoption of other policy frameworks, communication has tended to be
open, and the level of information being shared has increased, especially concerning
personal data. This chapter comprises two analyses:
- Case studies: These are actual cyberattacks perpetrated against aerospace
stakeholders. The context of the attack, its impact, and the remediation plan are
described, and an assessment based on the level of available information is provided.
- Research works: These are studies led by academics or corporations that are intended
to inform the aviation industry about potential flaws that have been identified within a
system.
Case studies and research works are identified and described for all types of aerospace
stakeholders, such as airlines, airports, OEMs, and systems providers wherever sufficient
information is accessible. For each case study, an assessment is provided that details the
cyberattack’s impact, the attack’s complexity, and the quality of the communication
strategy. This assessment level is based on CyberInflight’s understanding of the
cyberattack, which depends on the amount of public information available. No ranking is
provided for research studies, as no actual attack took place.

CyberInflight believes that the compilation of example cyberattacks in a single
document could benefit the entire aerospace community. This database will be
updated concurrently with the publication of this report’s next edition. Information
sharing and capitalization on lessons learned are essential to strengthening the aerospace
community when facing ever-growing cyberthreats. CyberInflight is happy to discuss and
improve its threat intelligence database with any stakeholders willing to share
information. Whenever data is confidential or sensitive, the case study can be
anonymized and approved by the stakeholder before being published in this report.
All names, logos, and brands used in this document are the property of their respective
owners and are used for identification purposes only.
Contact us: contact@cyberinflight.com
Copyright CyberInflight

Type of stakeholder: These icons facilitate quick, easy
reading of the case studies. They identify the type of
stakeholder concerned (airline, provider, airport, space, and
so forth).
Level of impact: This icon indicates the level of impact
generated by the attack. This is qualitative assessment that
accounts for the type of information that was
compromised, the number of impacted users, or the
impact’s direct and indirect costs.
Complexity of the attack: This icon represents the attack’s
technology level and complexity based on criteria such as
technical complexity, the time required to set up the attack,
the attackers’ degree of professionalism, or the
organization put in place to run the attack.
Cyberawareness, preparedness, and communication:
This icon assesses how the
company handled
communication during the data breach and the quality of
the contingency plan. It is based on the time the company
took to inform its users, the level of information provided,
the recovery plan’s quality, and the general effectiveness of
the company’s communication and remediation strategies.
Assessment level: Four levels are used to provide an
assessment based on the criteria above: low, medium, high,
and extremely high.
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Case study – Miscellaneous: Maersk
KEY FIGURES

800 ships

The company was
subjected to a major
cyber attack on June 27,
2017

World’s largest container
shipping company

699 sites impacted
55,000 customers
impacted

4m containers

80,000 employees

IMPACT

The attack was collateral
damage of an attack on
Ukraine’s taxation system
apparently coming from
Russia
Estimated loss around

7,000 infected
servers
Infection spread in
7 minutes

$350 million
LESSONS LEARNED
TYPE

DESCRIPTION

No plan B

Maersk’s crisis-management and recovery plans did not cater to the global destruction of the
entire Maersk network.

Different
modes of
propagation

A traditional ransomware (such as Wannacry) has one method of propagation. NotPetYa had
4 different modes of propagation. Maersk was fully patched to the level needed to protect
against WannaCry but not a NotPetya attempt or other types of attack. It is not possible to
stop every attack, but companies should develop an ability to respond.

Preparing
Cloud
migration

Maersk’s physical server was due to be upgraded and moved on to the cloud in the first week
of July. Therefore, the administrator did a login and a full inventory of the machines just
before the attack. The first credentials stolen allowed access to the entire Maersk network.
Main system migration can reveal potential weaknesses, and worst-case scenarios should
be anticipated.

No safe copy
of data

Attack description
Maersk is one of the world’s largest container shipping companies. It operates more than 800
ships, employs a workforce of 80,000 employees, and transports around 4m containers at any
given time. The company’s operations were disrupted by a massive cyberattack on June 27,
2017. The attack did not directly target the company but is considered to be collateral damage
of the ransomware that was later known as NotPetya. Maersk is one of the rare companies
that decided to publicly share information regarding a major cyberattack and the way they
handled the incident so other companies could benefit from its experience.
The attack spread over Maersk’s network in a matter of minutes and the entire fleet of cargo
ships was impacted. The reason why the impact on Maersk’s system was so significant is because
the company was planning to migrate its servers on the cloud the day after the attack happened.
The preparatory work of the migration included logging in to the system and performing a
complete inventory of Maersk’s machines. Corrupting this initial steps allowed the attack to scale
up to the entire Maersk network. The NotPetya attack was different from the already known
Wannacry attack, which happened only a month earlier. Maersk’s systems were fully patched to
the level needed to protect against Wannacry. However, NotPetya used different ways to corrupt
the system through a technique called a “pass-the-hash credentials attack,” which consist of
presenting the encoded version of a password instead of the actual plaintext password itself.
The NotPetya attack presented itself as ransomware. Maersk’s employees could read messages
on their screens indicating that the hard drives were encrypted and that a payment of $300 worth
of Bitcoin was necessary to decrypt them (cf. Appendix #5). Analysis of the encryption routine by
cybersecurity giant Kaspersky revealed that the attack, which targeted 2,000 systems belonging
to different companies across the world, can’t be decrypted. It appears this malware campaign
was designed as a wiper pretending to be ransomware.
The impact Maersk sustained in the first 20 hours was estimated to be approximately US$2.9m
per hour. The attack generated a total loss estimated at $350m. The duration of the impact
had direct effects on Maersk’s clients operations. As an example, Toyota cars, transported by
Maersk ships, were shipped to Australia instead of Europe. The longer the outage lasted, the
more customers would start to shift their cargo volumes to other carriers.
Takeaways
Based on this experience, Maersk was able to identify key takeaways and has been publicly
sharing its lessons learned. A key component in the cyber defense for such attacks is having a
solid plan for re-installing everything from back-up, which was not the case for Maersk. The
company was preparing a migration on the cloud and the attack happened at the worst possible
moment. The worst-case scenario hadn’t been anticipated at all.
Maersk mentioned that the state-sponsored investment in some of these cyberweapons is
beyond the capability even of global companies to defeat and it is not possible to stop every
attack, however, each company has to develop its ability to respond. Maersk’s management
stated that beyond the technology problem, the corporate culture needs to adapt rapidly in
moments of existential crisis.

The lost data included the active directory of all of Maersk’s ships and cargo in transit. Only
one copy was kept intact by chance because of a power cut in one of Maersk’s sites. No other
copy was left after the attack. A solid plan for re-installing is key in such kind of attack.
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Research study – Threats to inflight Wi-Fi
COMMON ATTACKS ON CABIN WIFI AND RECOMMANDATIONS

Attack description

Eavesdropping: Wi-Fi is generally an open network with no WPA/WPA2
encryption. Passengers’ communication is then only protected by HTTPS.
Communication can be observed and credentials retrieved when browsing
HTTP websites.
Always verify what protocol is being used (HTTP or HTTPS).
Do not fill in credentials or any personal information on HTTP websites.

MITM (Man in the Middle): An attacker can set up a rogue access
point so the traffic of a passenger goes through him or her. The
attacker can set up a malicious website based on the passenger’s
preferences and retrieve personal information such as logs and
passwords.
Check that the name of the access point is the one indicated by the
airline.
Avoid automatic Wi-Fi connection.
DNS traffic observation: Some DNS traffic is not HTTPS encrypted.
Eavesdroppers can observe passengers’ DNS queries and determine consulted
websites. Even if the impact is limited, a hacker can get an idea of the type of
web request a passenger is doing over the inflight Wi-Fi
Avoid consulting personal or important information over public Wi-Fi.
Use VPN if required.
Crew network: Crew members exchange messages over WPA/WPA2. After
dumping encrypted messages, attackers can take the time to crack WPA
protocols outline after disembarking. The possibility to listen to crew
communications is directly linked to password strength (require a strong
password policy).
Set up a strong password policy
Mobile Apps: It is difficult to determine which apps use SSL/TLS. Apps exchanging
data over unencrypted protocols can be unsecure.
Do not run mobile apps inflight that handle sensitive information (e.g., mobile
banking applications).
Source CyberInflight

Inflight Wi-Fi is technically similar to any public Wi-Fi. Differences lie in its usage. The
number of connected passengers is usually limited (take rate is usually less than 10%),
more business than leisure passengers get connected, and generally the traffic is fairly
limited. Attackers do not need specific equipment to disturb inflight Wi-Fi;
technical knowledge and some tools are the only things that are required. Moreover, the
actions of a hacker on inflight Wi-Fi are usually invisible except if the airline has set up
specific tools to detect them, which is rarely the case. Finally, the inflight Wi-Fi hacker
cannot be identified personally and does not need to worry about legal actions.
Besides the most common type of attack (e.g., eavesdropping, rogue access point, or
password cracking), hackers always find imaginative ideas for alternative and
disruptive actions. A perfect example is the set up of a Wi-Fi network called “bomb on
board” during a Turkish Airways flight in November 2017. Unfortunately, there is little or
no action an airline can do to impede such types of attacks (rogue access point) and it is
the responsibility of the passenger to carefully check the name of the access he would
connect to.
In addition, there is often a feeling coming from passengers, and sometimes from
airline representatives, that information can be observed as long as it does not
convey sensitive data. As an example, a hacker can dump the entire traffic during the
flight of an aircraft and then analyze it offline when he has reached his destination. This
analysis can give him important information about the performance of the Wi-Fi system,
the throughput policies applied by the airline, and the total volume of data consumed
by the aircraft or by a passenger. Such meta-information can be extremely relevant,
especially in this period, when inflight Internet providers are fighting to get new airline
contracts and information about the performance of Wi-Fi networks is a key competitive
advantage.
Takeaways
The public Wi-Fi of an aircraft is one of the first and obvious options considered by
hackers when they are investigating potential flaws. As such, it is necessary that airlines
not disregard it and that they communicate to their passengers about the potential
sensitivity of their Wi-Fi access point. Examples show that an attack could not only
disturb a passenger but also disrupt the entire airline operations.
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