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Space cyber-threat landscape
Evolution of the number of attacks (2/2)

EVOLUTION OF THE NUMBER OF ALL TYPES OF ATTACKS (1961 – 2025)

This slide shows the evolution of attack counts from 1961 to 2025, including denial-of-
service, jamming, eavesdropping, and spoofing.
This graph illustrates the trend already observed in the previous charts, namely, a parallel 
rise with the increase in the number of modern conflicts. Since 2022, there has been a 
sharp rise in attacks targeting the space domain. This number has continued to grow ever 
since. Three trends can be highlighted. 
Firstly, an increase in data leak/data breach attacks can be observed over the last 2 
years. This trend is due to the rise of hybrid warfare among nation-states, which are 
increasingly using data leaks/data breaches as a propaganda weapon to disrupt their 
adversaries’ operations. 
Secondly, an increase in denial-of-service attacks targeting the space domain has also 
been observed. This trend is evolving in step with the rise of hybrid warfare amid 
geopolitical tensions. 
Thirdly, an increase in attacks of unknown nature is also being observed. The escalation 
of conflict has been accompanied by an increased “fog of war,” in which cyberattacks are 
claimed but not detailed. The result is a growing number of cyberattacks whose nature is 
not known. 

Written on August 25, 2026

Source: CyberInflight attack database



Threat landscape and the signal segment
Overview of the threat targeting the signal segment 
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Written on July 21, 2026

50% Of the attacks targeting the signal segment 
occurred after February 2022.

33% Of the interference events corresponded to In-
Eavesdropping

56%

50% Of the attacks targeting the signal segment were 
driven by political motives.

REGIONS TARGETED AND ORIGINS OF ATTACKS

OFFENSIVE ACTIONS (1961 – 2026)

Source: CyberInflight database

13%

Of the attacks came from Russian Electronic 
Warfare Units and intelligence agencies (FSB, GRU)

Interferences events targeted the signal segment 
from 1961 to 2026.

ATTACKS MOTIVATIONS

63% Of the attacks corresponded to jamming

Targeting the signal segment
The signal segment represents the oldest and most direct 
pathway for conducting an attack in the space domain. The 
first attacks against the signal segment occurred in the 1960s, 
when Soviet fishing ships equipped with SIGINT antennas 
conducted low-intensity jamming and attempted to hijack U.S. 
satellite signals. Until the late 1990s and early 2000s, from a 
technical standpoint, most of the attacks were not sophisticated 
(but efficient). Hijacking attacks overpowered uplink or downlink 
signals, replacing them. 
Threat actors began developing advanced capabilities in the 
2000s. They began operating them in real conditions in the 
2010s. For instance, Russian electronic warfare troops started to 
operate GNSS jamming and spoofing systems after the annexation 
of Crimea in 2014. Since then, multiple offensive actions (mostly 
jamming), defensive actions (such as spoofing), and intelligence 
actions (such as in-orbit eavesdropping) were carried out. 
However, there was a significant surge in 2022, coinciding with 
the start of the war in Ukraine. 
In the long term, interference targeting the signal segment 
becomes increasingly difficult to track because, in some areas 
(The Baltic Sea, the Black Sea, and Ukraine, it is permanent. 
Most of the interference and offensive actions were carried out 
by military units. They are the only threat actor with the 
necessary capabilities to carry out sophisticated or large-scale 
interference. 
Interferences or other offensive actions targeting the signal 
segment are driven by various motives. Interferences targeting 
GNSS signals in times of peace are based on political motives. 
The aim is to strengthen the pressure on the identified adversary. 
When these interferences are carried out in times of war, the 
motives are military. Other actions (such as Eavesdropping) are 
driven by state espionage motives. A significant share of attacks 
against the signal segment have unknown motives. 

26% Of the attacks targeting the supply chain were driven 
by military motives. 

Of the attacks came from U.S. Electronic Warfare 
Units

154

33% Of the attacks targeting the signal segment were 
driven by state espionage motives



Threat Landscape, electronic warfare, and the signal segment
Threat overview

Updated on September 3, 2026
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Space Cybersecurity Economy
Average costs of cybersecurity
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AVG. COST OF CYBERSECURITY PER SATELLITE (ACPS)

AVG. COST OF CYBERSECURITY PER CONSTELLATION (ACPC)

K$

K$

#satellites

#constellations

ACPS CAGR 2025-2034: -21% 

ACPC CAGR 2025-2034: 7.4% 

Average cost of cybersecurity per satellite
Satellite operators may find it relevant to have an 
average metric to estimate if their investment level 
per satellite is enough each year. Such a metric 
encompasses CAPEX and OPEX per satellite, as the 
average cost of cybersecurity per satellite is revised 
annually. The metric is built by dividing the total number 
of satellites by the total investment level in cybersecurity. 
In 2025, the total number of satellites in orbit is 
estimated to be roughly 15,000.  This value is expected 
to grow each year significantly by a 45% CAGR in order 
to reach at least 445,600 satellites by 2034 (which can 
still be considered as conservative with the number of 
mega-constellations projects which have been 
announced). Mechanically, the ACPS should decrease and 
is expected to be around $82K in 2034. This is 
explained by economies of scale, as cybersecurity 
practices can benefit the entire fleet of a satellite 
operator.
Average cost of cybersecurity per constellation
A certain number of constellations have been deployed 
and continue to expand. In 2025, we estimate the 
number of operational constellations to be around 
265. This number is projected to reach around 460 in 
2034, although it may vary significantly depending on 
the financial sustainability of constellation projects. 
Based on this number, we propose a new metric called 
ACPC (Average cost of cybersecurity per constellation). 
The ACPC is estimated at around $41M in 2025 and is 
expected to grow steadily to reach $80M in 2034, 
following a 7.5% 10-year CAGR.
This metric is mainly driven by the fact that the 
increasing number of satellites will mechanically increase 
cybersecurity expenses. 

Updated on August 28, 2026



Most relevant guidance for cyber-space stakeholders

8

Space Specifics

Updated on August 27, 2026
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Key Electromagnetic Warfare events in space (2/2)

9

• Late 2022 – Creation of Dedicated Space-EW Directorate within Russian EW Troops (REB): Under Lieutenant General Yuri 
Lastochkin (Chief of the Electronic Warfare Troops of the Russian Armed Forces), creation of a dedicated electronic warfare 
department specifically tasked with space operations and countering orbital assets.

• 2022–2023 – The Starlink EW Campaign (Tobol & Tirada-2S Deployments): Russia used Tobol and Tirada-2S systems to jam 
Starlink downlink/uplink channels, prompting automated frequency-hopping countermeasures.

• Late 2025 – 2026 - Russian Ground-Based EW Station in Kaliningrad Jams German Bundeswehr Military Satellite: German 
defense authorities confirmed that a German armed forces (Bundeswehr) military satellite link suffered targeted uplink/downlink 
RF jamming, causing a temporary loss of satellite communication for several hours. Triangulation and intelligence assessments 
traced the high-power interference directly to a Russian military electronic warfare ground complex located in the Kaliningrad 
exclave (associated with the Tobol / Baltic Jammer EW installation).

• Mid-2025 - Operation Sindoor – Intensive EW Contestation & Targeted Jamming of Indian Military Space Links: During the 
Operation Sindoor, Indian military assets, including EO (RISAT/Cartosat), NavIC GNSS, and dedicated SATCOM links (GSAT-7 
series), faced severe electronic warfare counter-measures. Ground and theater-level operations experienced high-intensity RF 
jamming and GNSS disruption attempts across the Western and Northern theaters, triggering an emergency acceleration of 
India's Space-Based Surveillance (SBS Phase 3) program to deploy 52 EW-resilient, dedicated military satellites.

• 2023–2025 – Deployment and GEO Stalking Operations by Luch-5X / Olymp-K-2: executed multiple close-proximity 
rendezvous maneuvers (RPO) within tens of kilometers of critical European and commercial telecommunications satellites, 
including Eutelsat 3B, Eutelsat Konnect VHTS, Astra-4A, and Intelsat-39.

• 2023–2024 – Baltic Sea "Jamming Bubble" (Kaliningrad / Baltic States): Persistent GNSS jamming and circle-spoofing from 
Kaliningrad affected thousands of commercial flights and maritime navigation in Northern Europe.

• May 2024 – Orbit Insertion of Cosmos 2576 (Russia / US): Russia launched Cosmos 2576 into the co-planar orbit of US 
reconnaissance satellite USA 314 as a potential non-kinetic EW and inspection platform.

• 2025 – Space "Bleed-Over" Jamming Phenomenon (Global): Terrestrial high-power jammers in combat zones emitted high RF 
energy upward, blinding GPS receivers on LEO satellites orbiting overhead.

• Summer 2026 – Operational Deployment of Volna-Kupol-Garant (Russia / Ukraine): Russia fielded the Volna-Kupol-Garant 
system, shifting tactics from terminal jamming to LEO satellite uplink saturation. It transmits narrow-beam RF across Starlink’s 8 
Ku-band channels (14.0–14.5 GHz) to overload satellite receivers over a local area. 

Updated on September 15, 2026



Satellite constellations
Starlink under attack (4/6): Volna Kupol Garant

Written on June 19, 2026

M14 Highway

"Volna Kupol Garant”

This electronic warfare system 
consists of a network of satellite 
antennas and targets 8 
communication channels, each 
with a bandwidth of 62.5 MHz. 

"Volna Kupol Garant” 
Operation

The system emits powerful 
interference targeted at a specific 
Starlink satellite, flooding it with 
ground-based interference. It cuts 
the satellite off its connection to 
ground stations. A single complex 
consists of six trailers equipped with 
satellite dishes concealed beneath 
randoms, covering approximately 
20 km², which is quite small 
compared to Starlink's coverage. 
Mechanically, the system targets the 
14-14.5 gigahertz reception band, 
dividing the interference across 
eight distinct channels to blind the 
satellite. 

Volna Kupol Garant
System

20 km²

Starlink 
Data
Links

"Volna Kupol Garant”

Starlink 
Satellite

Starlink 
Terminal

It is currently being actively used to protect 
the M14 highway from Ukrainian drones. 
Ukrainian forces have noted that this new 
development is causing “significant 
problems.” However, there are drawbacks: 
the electronic warfare system is currently 
quite bulky and conspicuous, although this 
issue is expected to be resolved in the future. 
Mass deployment of this technology was not 
observed again until 2026, following 
successful Ukrainian mid-range strikes on 
Russian logistics networks. 

"Volna Kupol Garant” Manufacturer
The system, designated as Volna Kupol 
Garant, is manufactured by the Simferopol-
based company Kupol. According to 
Ukrainian sources, Kupol sold these mobile 
jamming units to the military for $1.5 
million per complex. In early September, 
Russian media mentioned the fact that the 
system's serial production had started. 

STARLINK 
AND 

ELECTRONIC WARFARE ATTACKS

UKRAINE

RUSSIA
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