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The RISC score for this watch is 0.21, 
down 1.52 from last week. This is 
especially due to fewer technological 
and geopolitical news, balanced by a 
strong market and training climate. 

This week, CyberInflight is participating in the EU Space ISAC Board and General Meetings, held 
at EUSPA's premises in Prague. Initially co-chaired by the European Commission’s Directorate-General 
for Defense Industry and Space (DG DEFIS) and EUSPA, these meetings marked another important 
milestone, with more autonomy given to the industry to run the ISAC, and CyberInflight is willing to 
take a key role in the future. Moreover, on the geopolitical front, the U.S. Defense Advanced Research 
Projects Agency (DARPA) is soliciting input from the space industry through a Request for 
Information (RFI) on how the United States could rapidly restore critical space capabilities if 
satellites were disabled or destroyed during a conflict. On the market side, Northrop Grumman 
advances secure, jam-resistant satellite communications with a $398m USSF award for the 
Enhanced Protected Tactical Satellite Communications Prototype (PTS-P), enabling resilient, scalable Ka-
band connectivity in contested environments. On the threat front, Russia has developed an electronic 
warfare (EW) system capable of jamming the signal of the Starlink satellite communication system 
over an area of 20 square kilometers. 2 of them have already been destroyed in recent days. Still on the 
threat front, an unidentified threat actor claims to possess a decryption tool and source code capable 
of compromising the Thuraya-4 satellite communication system and the GRM-1 key recovery 
mechanism. On the training side, the Space Systems Cybersecurity Workshop 2026 will be held in 
August in Pasadena, California, U.S. It will focus on technologies, frameworks, and strategies for 
improving the cyber-resilience of space systems.
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GEOPOLITICS 
DARPA to explore ways to rapidly rebuild satellite networks if attacked
The Defense Advanced Research Projects Agency is soliciting input from the space industry on how the United States 
could rapidly restore critical space capabilities if satellites were disabled or destroyed during a conflict. #DARPA #RFI
Sources: SpaceNews, WPN

Northrop Grumman to advance military’s protected satellite communications
Northrop Grumman advances secure, jam-resistant satellite communications with a $398m U.S. Space Force award for the 
Enhanced Protected Tactical Satellite Communications Prototype (PTS-P), enabling resilient, scalable Ka-band connectivity 
in contested environments. #NorthropGrumman #USSF

Sources: NorthropGrumman, ArabianDefence
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CyberInflight is participating in the EU Space ISAC Board and General Meetings, held at EUSPA's 
premises in Prague 
Initially co-chaired by the European Commission’s Directorate-General for Defence Industry and Space (DG DEFIS) and 
EUSPA, these meetings marked another important milestone, with more autonomy given to the industry to run the ISAC, 
and CyberInflight is willing to take a key role in the future. #EUSpaceISAC #CyberInflight

Source: LinkedIn
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https://spacenews.com/darpa-to-explore-ways-to-rapidly-rebuild-satellite-networks-if-attacked/
https://www.webpronews.com/darpas-call-for-swappable-satellites-exposes-growing-risks-in-orbital-warfare/
https://news.northropgrumman.com/milsatcom/northrop-grumman-to-advance-militarys-protected-satellite-communications
https://www.arabiandefence.com/2026/06/19/northrop-to-develop-jam-resistant-military-satellite-system/
https://www.linkedin.com/feed/update/urn:li:activity:7474839099594645505/
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THREAT INTELLIGENCE
Russians resumed use of stations capable of jamming operation of Starlink satellites: 2 of them 
have already been destroyed
Russia has developed an electronic warfare (EW) system capable of jamming the signal of the Starlink satellite 
communication system over an area of 20 square kilometers. Two of them have already been destroyed in recent days. 
#Russia #Ukraine

Sources: UkrainianNews, X, Facebook, Facebook, Defence Industry Europe, Trench Art

Week 25 | June 16 – June 22 2026
Page 3 /6

https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
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https://x.com/sambendett/status/2066911232037151007
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https://defence-industry.eu/russia-begins-operational-use-of-volna-kupol-garant-electronic-warfare-system-to-jam-starlink-satellite-communications/
https://defence-industry.eu/russia-begins-operational-use-of-volna-kupol-garant-electronic-warfare-system-to-jam-starlink-satellite-communications/
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https://www.trenchart.us/p/russias-starlink-jammers-are-getting
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An unidentified threat actor is claiming to possess a decryption tool and source code capable of 
compromising the Thuraya-4 satellite communication system and GRM-1 key recovery mechanism
A threat actor has surfaced on a dark web forum claiming to have successfully developed a decryption tool for the 
Thuraya-4 satellite communication system and its associated GRM-1 key recovery mechanism. The individual, operating 
under the alias 'overflow0x4', asserts that they possess both the source code for the tool and video evidence 
demonstrating the decryption of live communications. #Decryption #Thuraya-4

Source: SOC Radar

https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://www.cyberinflight.com/
https://platform.socradar.com/login?next=/app/security-news?search%3Dsatellite%26id%3D297074
https://platform.socradar.com/login?next=/app/security-news?search%3Dsatellite%26id%3D297074


Space Cybersecurity Watch by CyberInflight

         www.cyberinflight.com

TECHNOLOGY

TRAINING & EDUCATION

Space Systems Cybersecurity Workshop 2026
The Space Systems Cybersecurity Workshop 2026 will focus on technologies, frameworks, and strategies for improving the 
cyber-resilience of space systems. This includes cyber-hardening space flight software, vulnerability analysis of space 
systems, and implementing zero-trust cybersecurity policies into space networks. This workshop is relevant to multiple 
topics of interest to SMC-IT, including the following: cybersecurity, advanced modeling and digital twins for onboard 
systems, intelligent and autonomous systems, and software reliability for mission-critical applications.
#Workshop #SpaceSecurity

Source: IEEE SMC-IT/SCC 2026
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TRAINING & EDUCATION

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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