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The RISC score for this watch is 1.73, up 
from 0.73 last week. This strong 
increase is especially due to a better 
threat climate and several positive news 
items, notably in technology and the 
market. 

This week, on the geopolitical front, Chief of Space and Cyber, Lieutenant General Susan Coyle, met with 
United States Space Force Chief of Space Operations, General B. Chance Saltzman, in Canberra for a 
series of space-related engagements. The aim to strengthen  Australia’s partnership with the 
United States has been further strengthened through enhanced collaboration in the space domain. On 
the regulation side, the Department of Homeland Security (DHS) Science and Technology Directorate 
(S&T) is advancing space cybersecurity research to protect critical infrastructure as reliance on space-
based technologies grows. 
On the market front, Canada plans to secure the precise data required not only to run future 
logistics networks but also to maintain a strong defense posture in the Arctic, with Xona Space 
Systems working on LEO PNT. On threat intelligence-related topics, there have been reports of an 
attack combining signal interference and cyber operations targeting Israel’s SATCOM networks 
by the Handala hacking group and the Iranian Revolutionary Guard Corps (IRGC).
On the technological side, Cybersecurity and digital identity conglomerate WISeKey International 
Holding Ltd has finalized the orbital insertion of its WISeSat 4.0 satellite, marking the 21st 
spacecraft deployed by its space-technology subsidiary, WISeSat.Space Corp. The aim is to secure the 
LEO satellite constellation. Lastly, in the training category, a research paper has been published that 
analyzes how cyberattacks, including sensor spoofing and communication disruptions, could 
affect AI-driven satellite collision-avoidance systems. 
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GEOPOLITICS 
Australia, US strengthen space ties
Australia’s partnership with the United States has been further strengthened through enhanced collaboration in the space 
domain. Chief of Space and Cyber Lieutenant General Susan Coyle met with United States Space Force Chief of Space 
Operations General B. Chance Saltzman in Canberra for a series of space-related engagements. #Australia #UnitedStates
Source: Defence.gov.au

DHS S&T Advances Foundational Cybersecurity Research for Space Systems to Protect Critical 
Infrastructure
The Department of Homeland Security (DHS) Science and Technology Directorate (S&T) is advancing space cybersecurity 
research to protect critical infrastructure as reliance on space-based technologies grows. Through the Aerospace SPARTA 
framework, S&T has published key resources, including Indicators of Behavior (April 2025) and Prioritized 
Countermeasures (March 2026), to enable onboard threat detection and provide actionable information for implementing 
space cybersecurity. This work directly supports the missions of DHS and the Cybersecurity and Infrastructure Security 
Agency (CISA) in civil cybersecurity and critical infrastructure resilience. #DHS #SPARTA

Source: dhs

REGULATION

Xona Space Systems targets Canadian Arctic with LEO PNT network 
By integrating cryptographically secure, jam-resistant signals with a domestic time standard, Canada plans to secure the 
precise data required not only to run future logistics networks but also to maintain a strong defense posture in the Arctic. 
#LEOPNT #Canada

Sources: SpaceQ
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THREAT INTELLIGENCE
Joint operation and signal disruption — HANDALA hack and IRGC
State Attribution and Escalation: The explicit mention of a joint operations center with the IRGC (Islamic Revolutionary 
Guard Corps) confirms that Handala operates as an extension of, or under the umbrella of, Iranian state forces (APT), 
drastically increasing the group's level of sophistication and resources. #HANDALA #IRGC

Source: X
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TECHNOLOGY

WISeKey Deployments Expand Low-Earth Orbit Cybersecurity Constellation via SpaceX Rideshare
Cybersecurity and digital identity conglomerate WISeKey International Holding Ltd has finalized the orbital insertion of its 
WISeSat 4.0 satellite, marking the 21st spacecraft deployed by its space-technology subsidiary, WISeSat.Space Corp. 
Transported from Vandenberg Space Force Base in California, the payload was launched into low-Earth orbit (LEO) as part 
of SpaceX’s Transporter-16 rideshare mission. The operation forms part of a systematic infrastructure renewal strategy 
designed to account for the typical five-year operational lifespan of LEO units, allowing the group to cycle updated 
hardware configurations into its active satellite network throughout 2026 and 2027. #WISeKey #LEOCybersecurity

Source: QuantumComputingReport
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"Cyber-Resilient Satellite Collision Avoidance via Deep Reinforcement Learning: An End-to-End 
Proper Framework with Adversarial Robustness,“
Maria Chowdhury analyzed how cyberattacks, including sensor spoofing and communication disruptions, could affect AI-
driven satellite collision avoidance systems. I also evaluated the PPO-based framework under adversarial conditions and 
presented the threat model, security analysis, and experimental results demonstrating cyber resilience. #USHEORBITSS.  
#ResearchProject

Source: Linkedin

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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