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RISC Score evolution in 2026
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This week, Estonia emerged as a cornerstone of Europe’s space defense with the Space Cyber
Range, an integrated environment for space cybersecurity simulation, testing, and training. Hosted at
Tallinn’s CR14 cyber range under ESA's authority, this initiative will provide Europe with one of its first
dedicated platforms to prepare for cyber threats in space, reinforcing the continent’s commitment to
securing its orbital assets. On the regulatory front, the NSA released a new Cybersecurity
Information Sheet (CSI) titled "Securing Space: Cyber Security for Low Earth Orbit Satellite
Communications.” Developed in collaboration with Australia’s ASD's ACSC and the Australian Space
Agency, the report outlines high-level risks and mitigation strategies for LEO SATCOM systems,
addressing vulnerabilities in space, ground, and user segments. On the market front, Redwire secured a
quantum satellite contract under the EuroQCI initiative, marking its transition into a key industrial
partner for EU defense missions. On the threat landscape, a massive 70 GB data leak from Sekisui
Aerospace, a Tier 1 supplier for Boeing, Lockheed Martin, Northrop Grumman, and NASA, was exposed
for sale by the threat actor nxe. The compromised files include engineering drawings, material
specifications, and Bills of Materials (BoMs) for critical programs, as well as ITAR/EAR-controlled defense
technology. This breach not only threatens corporate intellectual property but also national security,
compromising supply chain integrity for U.S. defense and space programs. On the technological side,
Deloitte’s space business reached new heights with the launch of two satellites carrying payloads
for Project Constellation. This initiative enables software-only, on-orbit cyber defense capabilities,
designed to enhance the resilience of legacy satellites already in orbit. On the training front, a podcast
"With expert detailed the advanced of the USSF Cyber Resilience On-Orbit (CROO) tool, a software
eresolution designed to detect and mitigate threats directly on satellites.
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President: Estonia key to Europe's space defense

The role of space technology in European security is growing, making keeping up with technology developments essential,
the head of state said. The Space Cyber Range is a European initiative which officially kicked off in February 2025, under
the ESA area of authority. Once it is fully operational, it will be hosted at the CR14 cyber range in Tallinn and will provide
one of the first integrated environments in Europe for space cybersecurity simulation, testing, training and validation.
#Estonia #ESTEC

Source: ERR

REGULATION

NSA reveals details of new LEO security report

The National Security Agency (NSA) along with a number of other parties, has released a new Cybersecurity Information
Sheet (CSI), a report that highlights high-level cybersecurity risks and mitigation strategies for users of LEO satellite
communication systems. The report is titled “Securing Space: Cyber Security for Low Earth Orbit Satellite Communications.”
The NSA has worked with the Australian Signals Directorate's Australian Cyber Security Centre (ASD’s ACSC) in
collaboration with the Australian Space Agency on the report. NSA revealed details of the report, March 24. #NSA #CSI

Source: Via Satellite

MARKET & COMPETITION

Redwire’s ESA quantum satellite deal expands European defense growth story

The project is being led by Redwire’s European business units, emphasizing the company’s successful transition into a key
industrial partner for EU-based missions. This contract is part of the EuroQCl (European Quantum Communication
Infrastructure) initiative, which seeks to integrate quantum-secured links into the existing telecommunications fabric of the
European Union. For Redwire, this represents a shift toward high-value, specialized defense hardware that moves beyond
traditional satellite components into the realm of advanced cybersecurity and national intelligence. #Contract #EuroQCI

Source: SatNews
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Alleged leak of military and aerospace data (Sekisui Aerospace / Boeing)

A suspected leak of critical intellectual property has been detected. The threat actor nxe has put up for sale a 70 GB
package of highly confidential technical data belonging to SEKISUI Aerospace Corporation, a Tier 1 direct supplier for .
military and commercial programs of Boeing, Lockheed Martin, Northrop Grumman, and NASA. #DatalLeak #NXE
Source: X
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Deloitte's space business reaches new heights as two new satellites enter orbit

The new satellites carry payloads designed to increase space data collection capacity and help meet clients' growing needs
for space-based data and insights. Project Constellation enables the engineering and testing of a software-only, on-orbit
cyber defense capability designed to be deployed to satellites already in orbit and to improve the cyber resiliency of
legacy satellites. #SilentShield #Deloitte

Source: PR Newswire

TRAINING & EDUCATION

Cyber resilience on-orbit a ‘nervous system’ for detecting threats

In this episode of "The Elara Edge," Major General (Ret) Kim Crider, Founding Partner at Elara Nova, and Brigadier General
(Ret) Chad Raduege, President of Elara Nova's Cyber, Data, and Communications sector, provide expert perspective on the
significance of the Cyber Resilience On-Orbit tool and the broader emergence of the space cyber imperative.

#Podcast #CROO
Source: Apple Podcast

Cyberinflight is a Market Intelligence company dedlcated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight.com
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