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Happy New Year! As we step into 2026, this special watch brings together key developments from the
end of 2025 and the first week of January. Cyberinflight wrapped up the year with an initiative at TBS
Education, delivering a lecture on space cybersecurity to Aerospace Master's students. On the
geopolitical front, France and the United States conducted close-proximity satellite maneuvers under
the joint Operation Olympic Defender. These illustrate strengthened bilateral coordination and
France's capacity to conduct dynamic and responsible space operations aimed at deterring adversarial
actions. On the regulatory front, Japan formally adopted a new national cybersecurity strategy that will
guide policy over the next 5 years. This aims to enhance coordination among civilian, law
enforcement, and defense institutions in response to growing and increasingly sophisticated cyber-
threats. On the technological side, Leonardo DRS completed the first on-orbit test of its next-
generation software-defined radio with integrated advanced cryptography. On the market front, Sopra
Steria announced exclusive negotiations to acquire Starion and Nexova through its subsidiary CS
Group. The proposed acquisition aims to strengthen Europe’s sovereign capabilities by creating a
leading player in secure digital services for the space and cybersecurity sectors. On the threat side,
ESA confirmed a cybersecurity incident affecting a limited number of external servers. While
investigations are ongoing, preliminary findings indicate a contained impact, highlighting the
persistent exposure of space organizations to cyber risks beyond core networks. Lastly, a recent
;academic study analyzed how orbital altitude affects cyber-threats to LEO, MEO, and GEO systems,
“Selentifying weak encryption and command-path vulnerabilities as consistent factors that enable
eerm@dversarial success across all orbital regimes.
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Cyberinflight at TBS Education: Space Cybersecurity in action!

We had the pleasure of delivering a lecture on Space Cybersecurity to the Aerospace Master of Science students at TBS )
Education. Our market analysts Héloise Do Nascimento Cardoso and Valentine Crepineau shared insights on cyber-threats, C
geopolitical challenges, market dynamics, and regulatory frameworks, providing students with a holistic view of the space
cybersecurity ecosystem. #Cyberdefense #CyberInflight

Source: Linkedin

GEOPOLITICS

France, US practice up-close satellite maneuvers under joint space war plan

The bilateral rendezvous and proximity operation "illustrates France's ability to conduct dynamic and responsible I]
operations to deter adversaries from acting against its space interests," according to France's Space Command.
#0OlympicDefender #SpaceWarfare

Source: Breaking Defense
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Japan adopts new cybersecurity strategy to counter rising cyber-threats o

The Japanese government has formally adopted a new cybersecurity strategy that will guide national policy over the next
C five years. The decision aims at strengthening Japanese cybersecurity coordination across civilian, law enforcement, and

defense institutions. #NationalStrategy #Japan
Source: 7he Cyber Express
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TECHNOLOGY

Leonardo DRS Achieves Major Milestone with First Space-Based Test of Next-Generation Secure
Data Transport Capability

Leonardo DRS, Inc. announced today the successful completion of the first on-orbit test of its revolutionary multi-channel
software-defined radio (SDR) with integrated advanced cryptography. This milestone marks a significant advance in
validating a technology poised to establish a new standard for secure U.S. military satellite data transport at the tactical
edge. #Leonardo #Secure

Source: Leonardo DRS
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Proposed acquisition of Starion and Nexova, European specialists in space systems engineering
and cybersecurity

Sopra Steria, a major tech player in Europe, has announced that it is in exclusive negotiations to acquire Starion and
Nexova on behalf of its subsidiary, CS Group. This acquisition aims to create a leading European operator in secure,
sovereign digital services and solutions for the space and cybersecurity sectors. #SopraStoria #Nexova

Sources: Sopra Steria, Quantum Zeitgeist
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European Space Agency confirms cybersecurity breach on external servers

The European Space Agency (ESA) has confirmed a cybersecurity breach involving servers located outside its corporate
network. This confirmation comes following threat actor claim that they had compromised ESA systems and stolen a large
volume of internal data. In an official statement shared on social media, the European Space Agency said it is aware of
the cybersecurity issue and has already launched a forensic security investigation, which remains ongoing. According
to ESA, preliminary findings indicate that only a very small number of external servers were impacted. #ESA #DataBreach

Sources: X TheCyberExpress, Red Hot Cyber
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Satellite Cybersecurity Across Orbital Altitudes: Analyzing Ground-Based Threats to LEO, MEO,
and GEO

The searchers characterize how orbital altitude dictates attack feasibility and impact. Their evaluation reveals distinct threat
profiles: GEO systems are predominantly targeted via high-frequency uplink exposure, whereas LEO constellations face
unique risks stemming from limited power budgets, hardware constraints, and susceptibility to thermal and radiation-
induced faults. The results demonstrate that weak encryption and command path irregularities are the most consistent
predictors of adversarial success across all orbits. #Paper #Awareness

Source: Cornell University, Quantum Zeitgeist

Cyberinflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and
cybersecurity awareness training.

Contact us at: research@cyberinflight. com
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